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Secure Beamforming for Cognitive Satellite Terrestrial Networks
With Unknown Eavesdroppers
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Abstract—This article proposes a beamforming (BF) scheme for a cogni-
tive satellite terrestrial network, where the base station (BS) and a coopera-
tive terminal (CT) are exploited as green interference resources to enhance
the system security performance in the presence of unknown eavesdroppers.
Different from the related works, we assume that only imperfect channel
information of the mobile user (MU) and earth station (ES) is available.
Specifically, we formulate an optimization problem with the objective to
degrade the possible wiretap channels within the private signal beampattern
region, while imposing constraints on the signal-to-interference-plus-noise
ratio (SINR) at the MU, the interference level of the ES and the total transmit
power budget of the BS and CT. To solve this mathematically intractable
problem, we propose a joint artificial noise generation and cooperative
jamming BF scheme to suppress the interception. Finally, the effectiveness
and superiority of the proposed BF scheme are confirmed through computer
simulations.

Index Terms—Artificial noise (AN), beamforming (BF), cognitive
satellite terrestrial networks, cooperative jamming (CJ).

I. INTRODUCTION

Cognitive satellite terrestrial networks (CSTNs), which share fre-
quency resources among satellite and terrestrial subnetworks, are con-
sidered as a promising approach to provide seamless connectivity and
services not only in densely populated, but also in sparsely populated
areas [1]. To enable coexistence of these two subnetworks, the base
station (BS) can employ interference management schemes such as
transmit beamforming (BF) [2], resource allocation [3], or cooperative
scheduling [4], so that the interference affecting the unintended user
remains below a certain threshold.
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Due to the broadcast nature of wireless communications, CSTN is
vulnerable to security threats. During the past decade, physical layer
security (PLS), which exploits properties of the wireless channels
along with advanced signal processing techniques to achieve secure
communication at the physical layer, has attracted considerable research
interest [5]-[7]. By exploiting green interference, An et al. [6] proposed
two zero-forcing-based BF schemes to enhance the security of satellite
downlink transmission in CSTN. This article is an extension of a more
general scenario in [7], where a joint BF scheme was proposed to
minimize the total transmit power of the satellite and base station under
security constraints.

In most existing PLS works, it is assumed that the transmitter has
perfect/partial knowledge of the wiretap channel [8]-[11]. However,
due to the passive characteristic of eavesdroppers (Eves), it is difficult
to obtain the wiretap channel state information (CSI). To overcome this
obstacle, BF design with unknown wiretap CSI has been investigated in
[12]-[14], where the transmit power of either the artificial noise (AN)
or the cooperative jamming (CJ) signal is maximized to interfere with
the unknown Eves under constraint on the signal-to-interference-plus-
noise ratio (SINR) of legitimate users. It is worth mentioning that the
commonly used secrecy rate objective and constraints are not applicable
to the unknown wiretap CSI scenario. In addition, the above-mentioned
works aimed at maximizing the transmit power of the interference
signal, instead of the received interference power at the unknown Eves,
which is not power efficient.

In this article, under the assumption of imperfect knowledge of the
angles of departure (AoD) for the mobile user (MU) and earth station
(ES), our objective is to degrade the possible wiretap channels within
the private signal beampattern region, subject to constraints on the
SINR at the MU, the interference level (IL) of the ES, and the total
power budget of the BS and cooperative terminal (CT). Specifically, the
private signal is processed with the BS transmit beamformer to satisfy
the SINR requirement at the MU under the IL constraint. Meanwhile,
the AN and CJ beamformers at the BS and CT, respectively, are
steered towards the private signal beampattern region to suppress the
interception. Simulation results are provided to verify the effectiveness
and superiority of the proposed secure BF scheme. Compared with the
existing CSTN works [6]-[10], our approach is more practical since it
does not require knowledge of the wiretap CSI. Furthermore, in contrast
to the transmit AN/CJ power maximization in [12]-[14], we focus on
the private signal leakage region and propose a more power efficient
scheme to achieve secure communications, which to the best of our
knowledge has not been previously investigated in the context of CSTN.

II. SYSTEM MODEL

As shown in Fig. 1, we consider a CSTN, where the satellite and
cellular subnetwork share the same mmWave frequency band. The
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Fig. 1.  System model of the considered CSTN.

geostationary orbit satellite serves an ES, while the BS serves a MU
in the presence of several unknown Eves. The CT transmits a CJ
signal to suppress the interception. The assumption of frequency-flat
slow-fading channel model is adopted [15]. It is also assumed that the
BS and CT are equipped with uniform linear arrays (ULAs) with N,
and N, antennas, respectively. Due to the highly directional nature
of mmWave transmissions, the terrestrial downlink channel can be
modeled as the superposition of a predominant line-of-sight (LoS)
propagation component and a sparse set of single-bounce non-LoS
(NLoS) components. Hence, the terrestrial downlink channel vector
can be expressed as [16]

h = /g (6o)poa(bo) + \/%Z Vg (6:)pia () 1

where L is the number of NLoS paths, pg and p; represent the path loss
associated with the LoS path and the /th NLoS path, respectively, and
|po| = A/(4wd) with A being the wavelength, and d the transmission
distance. The path losses of the NLoS components are typically 5 to
10 dB larger than that of the LoS component [16]. In (1), g(0) is the
common directivity pattern of the antenna elements, with 6 being the
AoD. According to the ITU guidelines in [17], the directivity pattern
in dB, namely, g(0) is described as

9() = gmax — min {12(9/93dB)2, SLL} )

where 0345 is the antenna array 3 dB beamwidth, SLL stands for the
sidelobe level of the array pattern. In addition, a(#) denotes the ULA
steering vector, which is expressed as

a(h) = [e—jﬁ((N—l)/Q)dcosﬂ’ L ’e-&-jﬁ((N—l)/Q)dcose]T. 3)

Let s denote the private information signal transmitted by the BS to
the MU. Prior to transmission, this signal is normalized as E[|s|?] = 1,
and mapped with a BF weight vector w € CMv*!, Note that the
interference link between the satellite and MU can be neglected [8]
since the antenna gain at the MU is much weaker than that at the
ES. Meanwhile, the BS and CT send AN v € CVo*! and CJ signal
x € CNex1, respectively, to interfere with the unknown Eves. Denote
{h.,h,} and {f., f;} as the channel vectors from the BS and CT to
the MU and ES, respectively. Thus, the received signal at the MU is
expressed as

Ye = hfws+hfv + fix +n, 4

where n. denotes the complex Gaussian random noise whose vari-
ance is 02 = kBT with s, B and T being the Boltzmann constant,
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bandwidth, and noise temperature, respectively. Hence, the output
SINR at the MU can be written as

T VP [P + o
and the interference power to the ES is given by
H |2 H, |2 H_ |2
I = |hfw|” + |hlv|" + |f%] (6)

III. SECURE BF SCHEMES

A. Traditional BF Problem Formulation

In the existing works based on the assumption of unknown wiretap
CSI [12]-[14], since no information about the wiretap channels is
available, the secrecy rate cannot be evaluated and the commonly used
approach is to allocate as much transmit power to the jamming signals
as possible, while constraining the SINR of the MU, the IL at the
ES and the total power budget. Assuming that the total power budget
of the BS and CT is P, the optimization problem can be expressed
as

2 2
max [|v|” 4 [|x]|
W,V,X

sit. v > T,
I, <Ty
[wll® + [Iv]I* + %] < P )

The above-mentioned problem can be solved using standard optimiza-
tion software packages such as CVX, resulting in the AN and CJ signals
in the form of isotropically distributed noise within the null space (i.e.
orthogonal complement) of {h., hy, f;}.

Considering the high directivity of antenna array beampatters in
mmWave applications, the interference signals in [12]-[14] were de-
signed by allocating a maximum amount of power within the null
space of the private signal, whereas unknown Eves lying in this null
space cannot properly receive the private signal and successfully de-
code it. Therefore, the power maximization of randomly distributed
jamming signal within the above-mentioned null space is not power
efficient. In the following, we propose an alternative and power effi-
cient BF scheme to suppress the interception in the above-mentioned
scenario.

B. Proposed BF scheme

The private signal beampattern can be viewed as a leakage region
(i.e., a spatial area) where the private signal is more easily accessible
to the unknown Eves. Therefore, in this part, we aim at maximizing
the interference signal power in the private signal beampattern region,
without affecting the MU. Specifically, the BF vector w at the BS is
designed to satisfy the private signal power constraint at the MU under
the IL constraint of the ES. Meanwhile, the AN and CJ beamformers
at the BS and CT are steered towards the sidelobes and mainlobe of w,
respectively, to suppress the interception.

Due to the mobility of terminals and channel estimation mismatch,
perfect knowledge of the CSI is unavailable. To address this issue
within the mmWave context, we exploit the angular information based
uncertainty model [8], and assume that available channels belong
to a given AoD uncertainty set U = {0, € [0F,07], p; € [pF, pV]},
where 6; and ¢; denotes the AoD of the BS and CT downlink channels.
respectively. By defining P = ||v||” + ||x||® as the interference power
in the private signal beampattern region, the optimization problem can
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Fig. 2. Proposed BF scheme.

be formulated as

max P (8a)
W,V,X
wilH,w
.t i >T. 8b
s H%L}DVHHchrxHchJraf - (8b)
mS,X wHH,w+ viH,v + x7F,x <TI'; (8¢)
Wl + [IvII* + 1)1 < P (8d)

where H. = h . h? |F. = f.ff H, = h,h? andF, = f.f¥. Since
the constraints (8b) and (8c) are nonconvex due to the AoD uncertainty
as per the U, we apply a discretization method to convert these con-
straints into tractable forms. Specifically, we select M + 1 uniformly
spaced angles within the AoD uncertainty set as follows:

09 = 6L + jAG;, j=0,...,M

o) =l + i, j=0,... . M ©)
where ng ) and <p§j ) are the Jjthuniformly spaced AoD in U, respectively,
and AQ; = (0Y — 05)/M, Ap; = (0Y — 0F)/M. Then, we define
H-= Z]{Vio p;HO and F = Zjl‘/io 1;FO), where H) = h)h@)H
and FO) = fOfUH and pu; = 374 This method has been adopted
in [16] with satisfactory robustness. Thus, the max and min operations
over U in (8b) and (8c) can be removed.

While problem (8) and (9) remains mathematically challenging,
we herein approach it heuristically, based on fundamental and well-
proven BF concepts. The private signal beamformer can be obtained as
w = /P,w = /Peig(H., H, + Iy,), where P, is the transmit
power of w, and eig(A,B) denotes the corresponding eigenvector
of the largest generalized eigenvalue of the matrix pair (A, B). As
illustrated in Fig. 2, the AN and CJ beamformers at the BS and CT
are steered towards the sidelobes and mainlobe of w, i.e., the private
signal leakage region. Since the beampattern of w is available at the
BS, the AN beamformer v is steered towards the N, sidelobes of w’s
beampattern as follows:

N, p 1/2
v = P side,n v
v NQ n
Z ( Z ) Pside,n

n=1

(10a)

Vga (aside,n) a'l (gside,n)vn

max — - (10b)
Ival=1 y o (H +H, + INb) Vi

where P, denotes the AN transmit power, Piqe , is the nth sidelobe
signal strength, a(6q.,,) denotes the steering vector (SV) of the nth
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sidelobe, and v,, is steered to suppress the interception in the nth
sidelobe while avoiding the additional interference on the MU and ES.
Since (10b) is in a Rayleigh quotient form, the optimal solution of v,
can be expressed as

Vi = elg (a (eside,n) aH (eside,n) ) ﬂc + ﬁs + INb) . (11)

Then, the CJ beamformer is designed to suppress the interception
along the mainlobe of the private signal beampattern. Considering that
the leakage area of the w mainlobe is much wider than the 3 dB
beamwidth of the CJ beamformer from the CT perspective, the CT
aims at generating several sub-CJ beamformers to cover the w mainlobe
region. The antenna beampattern of the ULA is given by

sin [N, (mwd/}) sin ¢]

Bl = [(wd/x) sin ]

(12)

In order to find the 3 dB beamwidth ¢s3qp, the above-mentioned
equation should be equated to 1/ V2, leading to the solution for ¢
given by 0.891/D, where D is the total aperture length which can be
approximated as N.d. For a spacing of d = A /2, the 3 dB beamwidth
simplifies to p3qp = 2/N,.. By assuming that the angle range of the
w mainlobe is [, pr] from the perspective of the CT, the coverage
of the mainlobe can be achieved with N,,, = [(or — ¢1.)/@3an]T + 1
separate beamformers. Similar to (10) and (11), the CJ beamformer x
is expressed as

Nm

X = Z V Py /NpXpm,
m=1

Xm = elg (a (@main,m) aH (@main,m) 7Fc + Fs + INC) (13)

where P, is the transmit power for the CJ beamformer, and a(@umain, m )
is the SV towards the mth component of w. By assuming that strength
of w’s mainlobe is P, and substituting (11) and (13) into constraint
(8b), the power allocation of the AN beamformer can be obtained as

~ H = 2
Plntw ch B FCUC

b= N N P, (F ZN”" xH . x +1)
s ~ m Lmain c mEtitcXm
L. > viEHv, +

+1

m=1
n=1

Zj:jil Psidc,n
14)

and the power allocation of x and w are obtained as P, =
PﬂNumain/ 2117\.];1 Ride,n and Pw = Ptot - Pv - Pz

IV. NUMERICAL RESULTS

We assume that N, = N, = 10, the number of unknown Eves fol-
lows a Poisson distribution, and their locations are uniformly distributed
in the cellular coverage region (circular region with 100 m radius). The
IL threshold is set as I'; = 10 dBmW and the total power budget as
Py = 5 dBW. Unless otherwise indicated, the SINR threshold of the
MU is set as I'. = 3 dB and the AoD uncertainty step size as A = 6°.
Besides, the BF scheme in [12] is adopted as the benchmark.

Figs. 3 and 4 depict the beampatterns of w, v, x, and x,,, from the
perspective of the BS and CT. It can be observed that the mainlobe of
w points to the MU and that the mainlobes of v are aligned with the
sidelobes of w, respectively, while generating nulls with —60 dB depth
in the uncertainty region of the ES. The beamformer x, derived from
X, 18 designed to suppress the interception in the mainlobe region of w
with at least —10 dB interference. Figs. 3 and 4 verify that the proposed
scheme can effectively suppress interception within the private signal
region. Fig. 5 plots the maximal SINR of unknown Eves versus the MU
SINR threshold. Note that the bounded imperfect CSI assumption of
the [12] is replaced with the AoD uncertainty bound for comparison.
It is clear that our proposed BF scheme outperforms the benchmark
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scheme, which is based on interference power maximization. This is
due to the fact that the proposed BF scheme exploits the interference
to suppress the interception in the private signal leakage area instead
of transmitting the interference signal in the null space of the private
signal and maximizing the interference power.
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V. CONCLUSION

In this article, we have presented a novel BF design for CSTN
operating in the mmWave band. By considering unknown Eves and
imperfect knowledge of the AoD for the legitimate users, we have
aimed to degrade the possible wiretap channels in the private signal
beampattern region, while satisfying constraints on SINR at the MU,
IL of the ES and total power budget of the BS and CT. First, we used
a discretization method to transform the constraints involving the im-
perfect channel into tractable ones. Then, the AN and CJ beamformers
were steered towards the private signal beampattern region to suppress
the interception. Finally, numerical results demonstrated the superiority
and effectiveness of the proposed secure BF scheme in comparison with
a benchmark scheme.
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