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Abstract—Rate-splitting multiple access (RSMA) has recently
received considerable attention due to its high efficiency in both
spectral utilization and energy consumption. Inspired by this
emerging technique, this letter presents a secure beamform-
ing (BF) scheme for RSMA-based cognitive satellite terrestrial
networks in the presence of multiple eavesdroppers. Assuming
that the system operates in the millimeter wave band and
only imperfect wiretap channel state information is available
at the satellite and terrestrial base station, our objective is to
maximize the secrecy-energy efficiency of the earth station (ES)
while meeting the constraints on the ES secrecy rate, the cel-
lular users’ rate requirements, and transmit power budgets of
the satellite and base station. As the formulated optimization
problem is mathematically intractable, by applying successive
convex approximation and Taylor expansion methods, we pro-
pose a robust BF scheme to convert the nonconvex objective and
constraints into convex ones, which can be iteratively solved.
The effectiveness and superiority of the proposed scheme are
confirmed through simulation results.

Index Terms—Beamforming, cognitive satellite terrestrial
networks, RSMA, secrecy-energy efficiency.

I. INTRODUCTION

W ITH the explosive growth of wireless services, future
wireless networks will need to support drastically

increasing data traffic and provide reliable user access in
remote areas. To meet these challenges, the cognitive satellite-
terrestrial network (CSTN) offers an effective architecture
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for providing seamless connectivity in both densely and
sparsely populated areas, where satellite and terrestrial sub-
networks adopt cognitive radio techniques to share the limited
frequency resources [1], [2]. To solve the inevitable inter-
subnetwork interference issue in CSTN, the base station (BS)
can employ interference management schemes, such as beam-
forming (BF) and resource allocation methods, to guarantee
that the inter-subnetwork interference remains below a certain
level [3], [4].

Rate-splitting multiple access (RSMA), that uses linearly
precoded rate splitting at the transmitter and successive
interference cancellation (SIC) at the terminals, is viewed as a
powerful framework to increase spectral efficiency by bridg-
ing the commonly used space-division multiple access and
non-orthogonal multiple access, where the former treats the
interference as noise and the latter decodes the interference.
In RSMA, the transmitted signal is split into common and
private parts, where the common part is decoded by all the
receivers and removed using SIC before decoding the private
part. Authors of [5] presented a survey on recent advances in
RSMA, highlighting the benefits of RSMA in terms of spectral
and energy efficiencies, and pointing out the challenges and
necessary standardization efforts to make RSMA a reality.

Physical layer security (PLS), as a complement to cryp-
tographic approaches, has been thoroughly investigated in
terrestrial networks [6]. However, the characteristics of CSTN
present new challenges for PLS. Specifically, due to the high
altitude of the satellite, its 3dB beamwidth angle is extremely
narrow, which makes the legitimate and wiretap downlink
channels highly correlated. Thus, it is difficult to implement
BF onboard to simultaneously guarantee the quality-of-service
(QoS) of the legitimate earth station (ES) and restrict the
private signal exposure to eavesdroppers (Eves). The authors
of [7]–[10] exploited the green interference from BS to achieve
satellite secure communication under different wiretap channel
assumptions. Recently, the secrecy-energy efficiency (SEE),
defined as the ratio between the secrecy rate and the con-
sumed power, has been introduced as a key metric from both
secrecy and ecological perspectives for the design of future
communication networks in order to achieve the best trade-off
between security and energy consumption [11].

To take advantage of the improved spectral efficiency and
transmission security respectively offered by RSMA and PLS
technologies in the context of CSTN, we consider a more
practical scenario where only imperfect wiretap channel state
information (CSI) is available at the transmitters. Our goal is to
maximize the SEE, while satisfying the secrecy rate constraint
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Fig. 1. System model of the considered CSTN.

at the ES, rate requirements for the cellular users (CUs), and
transmit power budgets at the satellite and BS. Since the for-
mulated optimization problem is mathematically intractable,
we propose a robust BF design scheme wherein successive
convex approximation (SCA) and Taylor expansion methods
are combined to transform the fractional objective function and
nonconvex constraints into convex ones, allowing us to obtain
solutions efficiently. Compared to existing works [3]–[10], the
exploitation of interference to achieve security and maximize
SEE in RSMA-based CSTN with imperfect CSI is a new
and challenging topic, which features our contributions in this
letter.

II. SYSTEM MODEL

We consider a CSTN communication scenario, where a geo-
stationary orbit (GEO) satellite serves an ES in the presence of
K Eves. Besides, the BS serves M CUs and employs RSMA
to achieve high spectral efficiency, while the satellite and BS
share the same frequency band. Moreover, the BS is connected
to a gateway (GW) through optical links. The GW operates as
a cloud processing center, so that the total network resources
can be allocated centrally and dynamically through cloud com-
puting. It is assumed that the satellite and BS are equipped
with array fed reflector antennas with Ns feeds and a uniform
planar array (UPA) with Nb antennas, respectively. For the
UPA, we let Nb = N1×N2 with N1 and N2 being the number
of antennas along the azimuth and elevation axes, respectively.

By taking into account the effects of path loss, rain attenu-
ation and satellite beam gains, the satellite downlink channel
model is given by [12]

g =
√
CLξ

− 1
2 b

1
2 � ej θ , (1)

where CL = (λ/4πds)
2 denotes the free space path loss, with

λ being the wavelength and ds the satellite transmission dis-
tance, ξ represents the rain attenuation fading coefficient, with
ξdB = 20log10(ξ) satisfying ln(ξdB) ∼ N (μ, σ2) where μ
and σ are the rain fading statistics, b is the beam gain vec-
tor [12], and θ denotes the phase vector with entries uniformly
distributed over [0, 2π).

Considering the highly directional characteristic of
mmWave communications, the terrestrial downlink channel
can be modeled as the superposition of a predominant line-
of-sight (LoS) component and a sparse set of single-bounce
non-LoS (NLoS) components. Then, the terrestrial downlink
channel vector can be expressed as [13]

h =
√
g(θ0, ϕ0)ρ0aa(θ0, ϕ0)⊗ ae(θ0, ϕ0)

+

√
1

L

L∑

l=1

√
g(θl , ϕl )ρlaa(θl , ϕl )⊗ ae(θl , ϕl ). (2)

where L is the number of NLoS paths, ρ0 and ρl represent the
path losses associated with the LoS path and the l-th NLoS
path, respectively. The parameters θi and φi for i = 0, . . . ,L
represent the azimuth and elevation angles of departure (AoD)
of the corresponding paths. The path losses of the NLoS com-
ponents are typically 5 to 10 dB larger than that of the LoS
component [13]. In addition, g(θi , ϕi ) is the directivity pattern
of the antenna elements, while aa(θ, ϕ) and ae(θ, ϕ) repre-
sent the azimuth and elevation steering vectors, which are
expressed as

aa(θ, ϕ) =
[
e−jβ((N1−1)/2)d1 sin θ cosϕ, . . . ,

e+jβ((N1−1)/2)d1 sin θ cosϕ
]T

,

ae(θ, ϕ) =
[
e−jβ((N2−1)/2)d2 cos θ, . . . ,

e+jβ((N2−1)/2)d2 cos θ
]T

. (3)

where d1 and d2 denote the inter-element spacing along the
azimuth and elevation axes of the UPA. Let x denote the pri-
vate multicast signal transmitted from the satellite to the ES,
which is mapped with BF weight vector v ∈ C

Ns×1 prior to
transmission. Using the rate-splitting technique at the BS, the
unicast signal sm intended for the m-th CU is split into a com-
mon sub-signal sc and a private sub-signal sp,m . The common
sub-signals are jointly encoded into a common signal sc using
a codebook shared by all the CUs. Besides, it is assumed that
the signals x , sc and sp,m are uncorrelated with zero-mean
and unit variance. Denote by wc ∈ C

Nb×1 and wm ∈ C
Nb×1

the BF weight vectors of the common signal sc and private
sub-signal sp,m , respectively. Thus, the received signals at the
ES, k-th Eve and m-th CU are expressed as

ys = gH vx + hHs wcsc +

M∑

m=1

hHs wmsp,m + ns ,

ys,k = gHe,kvx + hHe,kwcsc +

M∑

m=1

hHe,kwmsp,m + ne,k ,

yc,m = hHc,mwcsc +

M∑

m=1

hHc,mwmsp,m + gHc,mvx + nc,m , (4)

where ns ,ne,k and nc,m denote i.i.d. complex Gaussian
random noises with noise variances σ2s , σ

2
e,k and σ2c,m , respec-

tively. At the m-th CU, the common sub-signal sc is firstly
decoded by treating private sub-signals as interference. By
using SIC, sc is re-encoded, precoded, and subtracted from
the received signal, such that the m-th CU can decode its
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private sub-signal sp,m by treating other private sub-signals
as interference. The achievable rate of the ES, k-th Eve, com-
mon signal sc and private sub-signal of the m-th CU can be
expressed as

Rs = log2(1 +

∣∣gH v
∣∣2

∣∣hHs wc
∣∣2 +

∑M
m=1

∣∣hHs wm
∣∣2 + σ2s

),

Rs,k = log2(1 +

∣∣∣gHe,kv
∣∣∣
2

∣
∣∣hHe,kwc

∣
∣∣
2
+
∑M

m=1

∣
∣∣hHe,kwm

∣
∣∣
2
+ σ2e,k

),

Rc,m = log2(1 +

∣∣hHc,mwc

∣∣2

∑M
m=1

∣∣hHc,mwm

∣∣2 +
∣∣gHc,mv

∣∣2 + σ2c,m
),

Rp,m = log2(1 +

∣∣hHc,mwm

∣∣2

∑M
i �=m

∣∣hHc,mwi

∣∣2 +
∣∣gHc,mv

∣∣2 + σ2c,m
)

(5)

Considering that Eves are not authenticated users of the satel-
lite sub-network, we assume that the channel uncertainty of
he,k and ge,k follow the Euclidean norm bounded error mod-
els ge,k = g̃e,k + eg,k and he,k = h̃e,k + eh,k , where g̃e,k
and h̃e,k denotes the estimated CSI at the satellite and BS,
‖eg,k‖ ≤ δg and ‖eh,k‖ ≤ δh .

To achieve both secure and energy efficient transmission,
we will maximize the SEE while satisfying the secrecy rate
constraint for the ES, the minimum rate constraints for the CUs
and the power budgets of the satellite and BS. Mathematically,
the optimization problem can be formulated as

max
v,wc ,wm

min
eg,k ,eh,k

Rs −maxRs,k

μ1‖v‖2 + μ2

(
‖wc‖2 +

∑M
m=1 ‖wm‖2

)
+ Pc

s.t. min
eg,k ,eh,k

Rs − Rs,k ≥ Γs , ∀k
Rc,m ≥ Γc , ∀m,

Rp,m ≥ Γp , ∀m,

‖v‖2 ≤ Ps , ‖wc‖2 +

M∑

m=1

‖wm‖2 ≤ Pb , (6)

where μ1 and μ2 are the power amplifier inefficiencies of the
satellite and that of the BS, Pc , Ps and Pb denote the constant
circuit power consumption, power budget of the satellite and
of the BS, respectively. In addition, Γs represents the secrecy
rate threshold of the ES, while Γc and Γp are the data rate
thresholds for the common and private parts of the CUs,
respectively.

III. BF SCHEME BASED ON SEE MAXIMIZATION

Since the optimization problem in (6) is mathematically
intractable, we propose a robust BF scheme to obtain sub-
optimal solutions to the SEE maximization. This is done by
transforming the nonconvex objective function and constraints
into convex ones and iteratively obtaining the rank-1 solutions.

Let H� = h�h
H
� and G� = g�g

H
� denote the terrestrial and

satellite channel matrices, respectively, where � stands for the
index identifying the particular link under consideration. To

evaluate the channel uncertainty error of the wiretap channel
matrices, we can rewrite |gHe,kv|2 as
∣∣∣gHe,kv

∣∣∣
2
= vH

(
g̃e,k g̃

H
e,k + g̃e,ke

H
g,k + eg,k g̃

H
e,k + eg,ke

H
g,k

)
v

= vH
(
G̃e,k +Δg,k

)
v (7)

where G̃e,k = g̃e,k g̃
H
e,k . It can be verified that the error matrix

Δg,k is also norm-bounded as follows
∥
∥Δg,k

∥
∥ ≤

∥
∥∥g̃e,ke

H
g,k

∥
∥∥+

∥
∥∥eg,k g̃

H
e,k

∥
∥∥+

∥
∥∥eg,ke

H
g,k

∥
∥∥

≤ ∥∥g̃e,k
∥∥
∥∥∥eHg,k

∥∥∥+
∥∥eg,k

∥∥
∥∥∥g̃He,k

∥∥∥+
∥∥eg,k

∥∥2δ

≤ δ2g + 2δg
∥
∥g̃e,k

∥
∥ = εg,k (8)

Noting that the above inequalities are also applicable to he,k ,
we assume that He,k = H̃e,k +Δh,k and ‖Δh,k‖ ≤ εh,k . By
defining V = vvH , Wc = wcw

H
c and Wm = wmwH

m , we
can obtain upper and lower bounds as follows

max
eg,k

Tr
(
Ge,kV

)
= Tr

((
G̃e,k + εg,k INs

)
V
)
, (9a)

min
eg,k

Tr
(
Ge,kV

)
= Tr

((
G̃e,k − εg,k INs

)
V
)
. (9b)

The nonconvex secrecy constraint of (6) can be rewritten as

AB ≥ a

a − 1
Tr(GV)Tr

(
Ge,kV

)
, (10)

where a = 2Γs and

A = Tr(GV) + (1− a)(Tr(Hs(Wc +

M∑

m=1

Wm )) + σ2
s ),

B = Tr(He,k (Wc +

M∑

m=1

Wm )) + σ2
e,k +

a

a − 1
Tr

(
Ge,kV

)
. (11)

Then, the right side of inequality (10) can be transformed
as [14]

Tr(GV)Tr
(
Ge,kV

)
= [Tr(GkV)]2, (12)

where Gk = ggHe,k . Thus, we can further rewrite (9) in the
form of a second order cone (SOC), that is,

∥
∥∥∥∥
2
√

a
a−1Tr(GkV)

B − A

∥
∥∥∥∥
2

≤ B + A (13)

By considering the channel uncertainty and substituting (9)
into (13), the secrecy constraint can be reformulated as

∥∥∥∥∥
2
√

a
a−1Tr

((
gg̃He,k + δg INs

)
V
)

B1 − A

∥∥∥∥∥
2

≤ B2 + A (14)

where B1 and B2 are found by replacing Ge,k in B from (11)
with (9a) and (9b), respectively.

By introducing auxiliary variables Φ = {t , x , y , z , pk , qk}
into the objective function in (6), we obtain

max
V,Wc ,Wm ,Φ

t (15a)

s.t. x − y − z ≥ tς, (15b)

μ1Tr(V) + μ2(Tr(Wc) +

M∑

m=1

Wm ) + Pc ≤ ς, (15c)
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Fig. 2. Beampattern of wc .

Fig. 3. Beampattern of w2.

Fig. 4. Achievable secrecy rate versus Pb .

Tr(GV) + Tr(Hs(Wc +
M∑

m=1

Wm)) + σ2s ≥ ex ,(15d)

Tr(Hs(Wc +

M∑

m=1

Wm )) + σ2s ≤ ey , (15e)

Tr((H̃e,k + εh,k INb
)(Wc +

M∑

m=1

Wm))

+ σ2e,k ≤ eqk , ∀k , (15f)

Tr((G̃e,k − εg,k INs
)V) + Tr((H̃e,k − εh,k INb

)

(Wc +

M∑

m=1

Wm)) + σ2e,k ≥ epk , ∀k , (15g)

Tr
(
Hc,mWc

)− 2Γc−1(

M∑

m=1

Tr
(
Hc,mWm

)

+ Tr
(
Gc,mV

)
+ σ2c,m) ≥ 0, ∀m, (15h)

Tr
(
Hc,mWm

)− 2Γp−1(

M∑

i �=m

Tr
(
Hc,mWi

)

+ Tr
(
Gc,mV

)
+ σ2c,m ) ≥ 0, ∀m, (15i)

Tr(V) ≤ Ps , Tr(Wc) +
M∑

m=1

Wm ≤ Pb , (15j)

pk − qk ≤ z , ∀k , (15k)

rank(V) = rank(Wc) = rank(Wm) = 1, ∀m, (15l)

(14) (15m)

It can be observed that the constraints (15b), (15e), (15f) and
(15l) are still nonconvex. By introducing auxiliary variable τ
into (15b), the latter can be rewritten as

x − y − z ≥ τ2,

τ2/ς ≥ t (16)

Using the first order Taylor series expansion around τ (n) and
ς(n), (16) can be further transformed into the following SOC
and inequality

x − y − z + 1

2
≥

∥∥∥∥
∥

[
x − y − z − 1

2
, τ

]T
∥∥∥∥
∥
2

,

2
(
τ (n)/ς(n)

)
τ −

(
τ (n)/ς(n)

)2
ς ≥ t (17)

Next, applying the first order Taylor series expansion around
y(n) and q

(n)
k to the constraints (15e) and (15f), the latter can

be approximated at the n-th iteration as

Tr(Hs(Wc +

M∑

m=1

Wm)) + σ2s ≤ ey
(n)

(
y − y(n) + 1

)
,

Tr((H̃e,k + εh,k INb
)(Wc +

M∑

m=1

Wm))

+ σ2e,k ≤ eq
(n)
k

(
qk − q

(n)
k + 1

)
. (18)

To address the rank-1 constraint, let us denote by
v(n),w

(n)
c ,w

(n)
m the values of v,wc ,wm at the n-th iteration.

We can then approximate the BF matrix variables as

V = v(n)vH + vv(n)H − v(n)v(n)H ,

Wc = w
(n)
c wH

c + wcw
(n)H
c − w

(n)
c w

(n)H
c ,

Wm = w
(n)
m wH

m + wmw
(n)H
m − w

(n)
m w

(n)H
m . (19)

Thus, the original problem (6) is converted to

max
v,wc ,wm ,Φ

t

s.t. (14), (15c), (15d), (15g)− (15k), (17), (18). (20)

which can be iteratively solved by means of a standard convex
optimization software package such as CVX.

IV. NUMERICAL RESULTS

We consider a CSTN with M = 3 CUs and K = 2 Eves. The
other parameter values are set as follows: the central frequency,
f c = 18 GHz; signal bandwidth, B = 500 KHz; number of
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Fig. 5. Achievable SEE versus Ps .

antennas at satellite and BS, Ns = 7 and Nb = 8 × 8; rain
fading statistics, μ = −3.125, σ = 1.591; secrecy rate con-
straint, Γs = 0.2 bit/s/Hz; rate constraints of common and
private sub-signals, Γc = Γp = 1 bit/s/Hz; BS transmit power
budget, Pb = 12 dBmW; and power amplifier inefficiencies
of satellite and BS, μ1 = μ2 = 1/0.39. To better demonstrate
the effect of channel uncertainty, we define the error ratio as
η = δh/||h̃e,k || = δg/‖g̃e,k‖. The secrecy rate maximization
(SRM) and energy-efficiency maximization (EEM) schemes
in [11] are considered as benchmarks.

Figures 2 and 3 illustrate the beampattern of wc and wm

for m = 2. It can be observed that the mainlobe of wc

covers the locations of the CUs. In addition, two secondary
lobes point to the uncertainty region of the Eves creating
interference at −10 dB level, while a −60 dB null is gen-
erated toward the ES. The mainlobe of beamformer w2 points
to the 2nd CU while the interference to the other CUs and
ES is well restrained. In addition, w2 also generates −10 dB
interference towards Eves. Defining the achievable secrecy
rate as Rsec = Rs −maxRs,k , Fig. 4 plots Rsec of the
proposed scheme versus the BS transmit power budget Pb for
two extreme situations, i.e., when only the LoS path is avail-
able, and when only NLoS paths exist. The satellite transmit
power is fixed to 25 dBmW while the NLoS paths num-
ber is set as L = 5. It can be observed that the achievable
secrecy rate increases monotonically with the transmit power
budget. Furthermore, when the transmit power budget reaches
42.5 dBmW, the proposed scheme approaches a constant
secrecy rate performance. These observations demonstrate that
our proposed scheme can achieve secure transmission by using
the green interference from BS even if the LoS path between
the BS and Eve is blocked.

Figure 5 plots the achievable SEE versus the BS power
budget. It can be observed that the proposed scheme outper-
forms the other two schemes and achieves satisfying robust
performance with increasing error ratio η. Also, the SEE
performance of both the proposed and SRM schemes increases
as Ps increases until the latter reaches 25 dBmW. Beyond this
value, however, the proposed scheme approaches a constant
SEE performance, while the SRM scheme degrades rapidly.

When Ps = 29 dBW, the achievable SEE of the proposed
robust BF scheme with channel error ratio η = 0.1 is 8%
more than the one with channel error ratio η = 0.3, and
98% more than the EEM scheme. These observations demon-
strate that our proposed scheme not only maximizes the SEE
by exploiting the green interference from the BS, but also
achieves satisfactory performance for the cellular users.

V. CONCLUSION

In this letter, we studied secure communication in RSMA-
based CSTN. We maximized the achievable SEE of the ES under
imperfect wiretap CSI, while satisfying a secrecy constraint on
the ES, data rate requirements for the CUs and power budgets
of the satellite and BS. To solve the intractable optimization
problem, SCA and Taylor expansion methods were adopted to
transform the nonconvex objective and constraints into convex
ones, allowing the BF weight vectors to be iteratively calculated.
The simulation results verified the superiority of the proposed
BF scheme compared to two benchmark schemes.
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