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Abstract—This paper addresses joint transceiver design for
secure downlink communications over a multiple-input multiple-
output relay system in the presence of multiple legitimate users
and malicious eavesdroppers. Specifically, we jointly optimize the
base station (BS) beamforming matrix, the relay station (RS)
amplify-and-forward transformation matrix, and the covariance
matrix of artificial noise, so as to maximize the system worst-
case secrecy rate in the presence of the colluding eavesdroppers
under power constraints at the BS and the RS, as well as quality
of service constraints for the legitimate users. This problem is
very challenging due to the highly coupled design variables in
the objective function and constraints. By adopting a series of
transformation, we first derive an equivalent problem that is
more tractable than the original one. Then, we propose and
fully develop a novel algorithm based on the penalty concave-
convex procedure (penalty-CCCP) to solve the equivalent prob-
lem, where the difficult coupled constraint is penalized into the
objective and the resulting nonconvex problem is solved at each
iteration by resorting to the CCCP method. It is shown that
the proposed joint transceiver design algorithm converges to a
stationary solution of the original problem. Finally, our simula-
tion results reveal that the proposed algorithm achieves better
performance than other recently proposed transceiver designs.

Index Terms— Beamforming, transceiver design, MIMO relay,
physical layer security, penalty-CCCP.

I. INTRODUCTION
HE explosive growth in the number and types of mobile
devices poses a formidable challenge to the design of
wireless communication systems, which need to provide a high
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level of message security in the presence of eavesdroppers who
try to retrieve information from ongoing transmissions [1].
As a complement to traditional encryption, physical layer
security (PLS) [2]-[6] aims to exploit wireless channel char-
acteristics through signal processing techniques in order to
improve the security of wireless transmission. It has become
a very active research area lately and is called upon to play a
key role in future 5G networks [7], [8].

Using multiple-input multiple-output (MIMO) relays in
multiuser multi-antenna cellular systems can further increase
the link quality, reliability, and data rate. Among the different
available relaying strategies, the amplify-and-forward (AF)
scheme is often considered to be the most practical approach
due to its low-complexity of operation at the relay sta-
tion (RS) [9]. However, with the introduction of one or more
relay nodes in the transmission, the confidentiality of the
transmitted information may be more easily compromised.

To address this issue, a number of schemes have been
proposed for MIMO relay systems that offer improved security
against eavesdroppers [10]-[24]. In particular, as in [10]-[12],
secrecy beamforming and precoding schemes can be divided
into two categories, depending on whether the relay is
trusted or untrusted. Beamforming and precoding for untrusted
MIMO relay systems have been investigated in [13]-[15].
Transceiver design for trusted MIMO relays has received
more attention due to its wider spread application [16]-[25].
Ding et al. [16] have combined interference alignment with
cooperative jamming in order to ensure secure transmission
to the legitimate receiver in the presence of an eavesdropper.
A generalized singular-value decomposition (GSVD) method
has been used by Huang and Swindlehurst [17] to develop a
cooperative jamming (CJ) scheme for secure communications
with MIMO relays. Besides, secure relay beamforming for
simultaneous wireless information and power transfer has been
investigated in [18]. The above works in [16]-[18] consider
one eavesdropper in the MIMO relay sub-network. When
there are multiple eavesdroppers, the studies in [19]-[21]
have developed null-space beamforming and jamming tech-
niques to maximize the secrecy capacity of each user.
Gao et al. [22] have developed an energy-efficient secure
beamforming scheme for self-sustainable relay-aided multicast
networks. In addition, the investigations in [23] and [24]
have proposed robust beamforming algorithms to improve the
secrecy performance in the presence of imperfect eavesdrop-
pers’ channel state information (CSI). However, there is only
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limited work on the joint optimization of the base station (BS)
beamforming matrix and the RS transformation matrix for
secrecy sum-rate maximization in secure multiuser MIMO
relay systems, which could potentially further improve the
performance metrics for secure communications. An optimal
power allocation scheme has been proposed in [25] to maxi-
mize the secure energy efficiency in relay systems.

In this paper, we study the PLS problem of a general MIMO
relay system with multiple legitimate users and malicious
eavesdroppers, where information leakage in both hops from
the BS to the RS and from the RS to the legitimate users
is considered. The eavesdroppers are assumed to cooperate
with each other for stealing the legitimate users’ information.
We consider the joint optimization problem for the BS beam-
forming matrix, the RS AF transformation matrix, and the
covariance matrix of artificial noise (AN), where the aim is to
maximize the system worst-case secrecy rate in the presence of
the colluding eavesdroppers under power constraints at the BS
and the RS, as well as quality of service (QoS) constraints for
the legitimate users.! Since it is very challenging in practice
to obtain accurate eavesdroppers’ CSI, we employ a norm-
bounded error (NBE) model to describe the CSI errors in this
paper. We then consider the robust joint transceiver design
based on incorporating the CSI errors into the formulation of
the optimization problem.

Since the optimized variables are highly coupled in both
the objective function and constraints, it is difficult to glob-
ally solve the resulting optimization problem. By applying a
series of suitable transformations, we first recast this problem
into an equivalent but more tractable form. Then, for the
resultant problem we propose a new algorithm based on the
penalty concave-convex procedure (penalty-CCCP) to handle
the highly coupled terms and jointly optimize the transceiver
parameters. With the aid of the penalty-CCCP algorithm,
the problematic coupled constraints are incorporated into the
objective function as a penalty component. The penalized
objective is then optimized via the proposed two-tier iter-
ative algorithm. In the inner loop, we resort to the CCCP
method [26], [27] to update the optimization variables; while
in the outer loop, we adjust the penalty parameter of the
penalized cost function.

Within this framework, the main original contributions are
summarized as follows:

1) We formulate a new optimization problem, aiming
to maximize the system worst-case secrecy rate with
respect to the BS beamforming matrix, the RS AF trans-
formation matrix and the AN covariance matrix, subject
to transmit power and legitimate users’ QoS constraints.
The eavesdroppers’ CSI errors are also considered in
this problem formulation via the NBE model.

2) To solve this challenging optimization problem, which
is characterized by highly coupled design variables,
we propose and fully develop a novel penalty-CCCP
algorithm. It is further shown that this algorithm ensures
convergence to a stationary solution of the optimization

"n order to guarantee each user’s QoS, the legitimate user’s SINR is set to
be above a certain threshold.
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Fig. 1. MIMO relay system in the presence of multiple users and
eavesdroppers.

problem, thereby leading to a robust joint transceiver
design for the MIMO relay system in the presence of
colluding eavesdroppers.

3) We provide a detailed computational complexity analysis
of the newly proposed algorithm along with exhaustive
simulation results that demonstrate its advantages over
other recently proposed transceiver designs.

The paper is structured as follows. Section II briefly
describes the system model and formulates the optimization
problem in mathematical terms. Section III develops the
proposed joint transceiver design algorithm and analyzes its
complexity and convergence behavior. The simulation results
are presented in Section IV and conclusions are drawn in
Section V.

Notations: Scalars, vectors and matrices are respectively
denoted by lower case, boldface lower case and boldface upper
case letters. I represents an identity matrix and 0 denotes an
all-zero matrix. For a matrix A, A7, A*, A" and ||A| denote
its transpose, conjugate, conjugate transpose and Frobenius
norm, respectively. For a square matrix A, Tr{A} denotes its
trace, A > 0 (A < 0) means that A is positive (negative) semi-
definite, and A > 0 indicates that A is positive definite. For a
vector a, ||a|| represents its Euclidean norm. E{.} denotes the
statistical expectation. 9i{.} (3I{.}) denotes the real (imaginary)
part of a variable. The operator vec(-) stacks the elements of
a matrix in one long column vector. | - | denotes the absolute
value of a complex scalar. C"*" (R™*") denotes the space of
m X n complex (real) matrices.

II. SYSTEM MODEL AND PROBLEM FORMULATION

In this section, we first introduce the MIMO relay system
model and then mathematically formulate the optimization
problem of interest.

A. System Model

Consider a MIMO relay system as depicted in Fig. 1,
which consists of one BS, one RS, L legitimate users
denoted as node Dy, ..., Dy, and K eavesdroppers denoted as
Ei,...,Ex. Dy and Et,Vl € L 2 {1,2,---,L},Vk € X &
{1,2,---, K} are each equipped with a single antenna while
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SINR? = (6)
Zf/#, IhY, WHipy > + o [0} W2 + hi Vhy; + 63,
SINRE i ( |gf{kpl|2 |g£{kWHlpl|2 ) ©
l pr—
k=1 ZZL’# |gf{kpl’ 1>+ Uﬁk ZIL/#I |gngHlp1/ 1>+ 0'12||gng||2 + gngng + 0'22,1{

the BS and the RS are equipped with N; and N, antennas,
respectively. We assume that there is no direct link between
the BS and the legitimate users due to severe attenuation.
As in most of the MIMO relaying literature, the transmission
is divided into two orthogonal phases. Flat channel fading
is assumed throughout, but extension to frequency selective
channels is possible.

In the first phase (from BS to RS), the received vector at
the RS is given by

rr = HiPb+n, (1)

where b = [by,...,br]7 denotes the L x 1 transmitted
symbol vector, whose elements are modeled as independent
zero-mean circular complex Gaussian random variables with
variance E{|b;|?} = 1, P = [p1, ..., pr]1€CV <L denotes the
BS beamforming matrix, H;eCN-*Ni ig the channel matrix
between the BS and the RS and n; eCNr <1 is the additive zero-
mean circular complex Gaussian noise vector at the RS with
covariance matrix E {nlan } = 0121, where 012 denotes the
noise variance.

In the second phase (from RS to Dy, VI € L), the received
vector rreCNr*1 at the RS is operated by the RS AF transfor-
mation matrix WeC™ *NrMoreover, an artificial noise (AN)
vector veCV*! with zero mean and covariance matrix V =
E[vv!] is sent by the RS to guarantee security. Accordingly,
the forwarded signal vector from the RS is given by

xg = W(HPb +n;) +v. 2)

Consequently, the received signal at the /th legitimate user is
given by

YD, = hngR +ny; = hfzw(Hle—i-m) +hflv+n2,1, (3)

where hy ;€CN <1 is the conjugate transpose of the chan-
nel vector between the RS and the I/th legitimate user,
and np; denotes the additive noise, modeled as a zero-
mean circular complex Gaussian noise, where with variance
E{|n21| }_0'21

From (1) and (2), the transmit power of the BS in the first
phase and that of the RS in the second phase will be

Pg = E{|Pb|*} = |P|? 4)
and
Pr = E{IXz]*} = IWH P[> + 6 |W|* + Tre{V}, (5

respectively. From (3), the received signal-to-interference-
plus-noise ratio (SINR) at legitimate user / is given by (6),
as shown at the top of this page.

During the transmission, each Ej for k € % can over-
hear signals from both the BS and the RS. Let gl,ke(CN‘Xl

and g ,€CN <! denote the conjugate transpose BS-Ej and
RS-Ej channels, respectively. The signals overheard by
E} from the BS and the RS during the two transmission phases
will be

Yik =g Pb +ni, @)

and
— o _ oH H
2.k = g aXrtno i = g WHPb+n)+g5 v+nok, (8)

respectively, where n; and ny ) denote circular complex
Gaussian additive noise terms with zero-mean and variances
012’ % and 022’ o respectively. In this work, we consider the
worst-case scenario of colluding eavesdroppers, where all
the Ej can be treated as a virtual multi-antenna eavesdrop-
per that performs joint processing. From the derivation in
Appendix A, and by assuming that the optimal maximum
ratio combiner (MRC) scheme is employed, the SINR at the
colluding eavesdropper for user / is given by (9), as shown at
the top of this page.

B. Problem Formulation

Acquiring eavesdroppers’ CSI in a practical wireless net-
work is quite challenging. However, according to [28] we can
still estimate the CSI through the local oscillator power inad-
vertently leaked from the eavesdroppers receiver RF frontend.
However, when compared to the legitimate receivers’ CSI,
the eavesdroppers’ CSI is expected to be much less accurate.
In this work, we consider the commonly used norm-bounded
error (NBE) model [29] to characterize the eavesdroppers’
CSI. The true (but unknown) CSI for the BS-E; and RS-Ej
channels can be expressed as follows:

gik=8ix+A8k keX, je{l,2} (10)

where §; ; denotes the imperfect channel estimate while Ag; x
captures the corresponding uncertainty. Without any statistical
knowledge of the latter we assume that it lies in the following
bounded region

Y

where ¢ x denotes the radius of the uncertainty region. There-
fore, the worst-case system secrecy rate [12], [21] can be
expressed as follows

L
1
3 > log (1 + SINR,D)

=1
L
» EZ (1+SINR;E). (12)
=

Rix = {Agju 2 108kl < &7 4)

CP,V,W) =

VAg,kE
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max C(P,V,W,X) (14a)
P,W,v>0.X
st P> <P (14b)
IXI1* + o W] + Tr{V) < P, (14c)
c Ihy!x; |2

> hfxy 1> + ol Ihg W + by Vhy + 07, < —=—, VieL, (14d)

/2 71

X = WH,P (14e)

To guarantee the secure transmission, we aim to design where
the BS beamforming matrix P, the AN covariance matrix V
and the RS AF transformation matrix W jointly, in order to C(P,V,W,X)
maximize the worst-case system secrecy rate under the BS 1 & 1<
. . L _ D E
and the RS power constraints while keeping the SINRs of the =5 Zlog (1 + ) T A gmkaé‘& 2 z log (1 + )»
legitimate users above a certain threshold, i.e., QoS constraint. =1 PR T =
The corresponding optimization problem can be formulated (15)
as ,P = Ih’x |2 16)
P =
max  C(P.V. W) (13a) zf/# Ihf x, 2 + o2 | W2 + b Vhy + 03,
P.W, V>0
st. Pg< P, Pr <P, (13b) and
SINR? >y, Ve L (13¢) . i( el pi

As we can see from the inspection of (4)-(6), (9) and (12), g P ZIL,# |gfkp1’ 12 + aﬁk
the design variables are highly coupled in the objective func- H o2
tion and constraints and accordingly, it appears impossible to + 182,41 )
globally solve problem (13). In the following section, we pro- ZIL/# |23 exy 12 + ofllgkaIIQ + g Veri + 022,,{
pose an efficient joint design algorithm that can find a local (17)

stationary solution by applying proper convex optimization
techniques.

III. PROPOSED JOINT TRANSCEIVER DESIGN

In this section, we propose to employ an extended penalty
method, referred to as the penalty-CCCP algorithm, which is
detailed in Appendix B, to address problem (13). In Sub-
section A, by applying the penalty technique, we present
an alternative formulation to (13) where a penalty term is
incorporated into the objective in order to handle a complex
constraint. In Subsections B and C, we transform the penal-
ized problem into a more tractable yet equivalent problem and
develop an efficient CCCP algorithm to solve it. In particular,
in order to approximate the equivalent problem as a convex
problem, a locally tight lower bound for the objective function
is derived; furthermore, linearization is used to approximate
the nonconvex constraints. In Subsection D, we analyze the
computational complexity of the proposed transceiver design
algorithm.

A. The Penalized Problem

The structure of the relay system generates a highly cou-
pled term, i.e., WH;P, in the objective function and con-
straints appearing in (13). In order to handle this term in
the design, we introduce a new auxiliary variable matrix
X = [x1,...,x7] € CM*L along with equality constraint
X = WH/P. Therefore, problem (13) can be equivalently
formulated as (14), as shown at the top of this page,

Note that here for clarity, we have rewritten the SINR expres-
sions in (16) and (17). According to [30], in order to deal with
the equality constraint (14e), we can equivalently convert it
into a combination of a linear matrix inequality (LMI) and a
difference of convex (DC) function equality:

G X WH;
. ¢ Gyn P | >0, (18)
HiwH p I
Tr{G1} — Tr{WHHYWH} = 0 (19)

where G1; and Gpy are introduced as auxiliary variables.
Moreover, due to (18), the left-hand-side of (19) must be
nonnegative. Making use of (18) and (19), problem (14) can
be recast as

max  C(P,V,W,X) (20a)
P,W,V>0,X

s.t. (14b) — (14d), (18), (20b)

\/Tr{Gu} — Tr{WHH!WH} =0,  (20c)

where we have replaced (19) with the last equality constraint
in order to use our optimization framework, i.e. the penalty-
CCCP, proposed in Appendix B.

Note that the equality constraint (20c) complicates the
problem significantly, for otherwise we could directly use the
standard CCCP method to address the problem. By applying
the penalty-CCCP method (see the details in Appendix B),
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L L K K
1 1

max max — log (v;) —vie;(u;, X, W,V ) - = lo (1 + ok + k 1) — 16 22a

g3 2 (e 00 e X W) =3 S (14 s+ D) 0 o
Pil>Pr.1)s = = =
P,W,V>0,X
s.t. (14b) — (144d), (18), (21c¢), (22b)
O+ 20, lepy )
g pi? — — L 7 <0, (22¢)
’ Pr.1
(0'1 IIgszII2+Zl l|g2 Xy | +g2ng2k+0'2k)
et — - <0, (22d)
Brei
PP = 1, (22e)
ak1Pk1 = 1, (22f)
VAgik € Rjx, j€{l,2}, VlieL, VkeX (22¢)
we iteratively solve the following problem: The detailed proof of the equivalence between problems (21)
d (22) i ted in A dix C.
max CP.V.W.X) — 20 21a) and (22) is presented in Appendix
P,W,V>0,X,60>0 . .

s.t. (14b) — (14d), (18), (21b) C. Pro}i)o;eill CCCP Algorlth;n for Soflf\i/lr.zg Problem (122) "

Tr{Gy) — Tr{WHlH?WH} <0, Qo In the following, we develop an efficient CCCP algorithm

where ¢ > 0 denotes an auxiliary variable introduced to
move the penalty term Tr{G;} — Tr{WH;H!'WH} into the
objective via the inequality (21c) and ¢ > O denotes the
corresponding penalty parameter that prescribes a high cost
for the violation of the constraint. In particular, in the limit
7 — 00, problems (14) and (21) are equivalent [31].

B. Problem Transformation

We first transform optimization problem in (21) into an
equivalent yet more tractable form. Specifically, by intro-
ducing a number of auxiliary variables, i.e. {u;, vy, ok,
Br.l> Pkt Pk}, (21) can be formulated as the following
equivalent problem (22), as shown at the top of this page,
in the sense that both problems share the same global opti-
mal solutions for P, W and V under the given constraints,
where

e1(ur, X, W, V) 2 |1 — ufhgxi* + D lufh x, 2
I'#1
+ |wi* (o7 I3, W1 + 03 + b3, Vha )
(23)
denotes the mean squared error (MSE) of user /, and u; denotes
the receiver weight of user /. Note that u; only appears in
the objective function (22a); hence, by fixing the remaining
variables and taking the gradient with respect to u;’, we obtain
the minimum mean squared error (MMSE) receiver:
- hgle
W=3r He 24 21hHWI2 2 hH - (2
zl/:l lhy' x/ 1= + o 1hy), WII* +hy, Vhy + 05
Using (24), the value of the MSE in (23) is now given by
I x>
Sxp 2+ of Ih W2 + 0l Vi + 07
(25)

e =

T L
zl/:l |h

for the optimization of P, W and V in problem (22), which
by nature is non-convex. In order to approximate this problem
as a convex one, we first find a locally tight lower bound of
the objective and then linearize the nonconvex constraints with
the aid of CCCP concepts, so that the nonconvex problem can
be approximated as a convex one.

1) Lower Bound for the Objective Function: Let us treat
the variables {u;,v; : VI € L} as the intermediate variables,
then for any X, W, V, X, W, V, we can obtain the following
inequality for the objective function (i.e., the inner maximiza-
tion) of problem (22):

L

1
max — Z (log (o) — vrer(ur, X, W, V))

{uz, 0} 2
L
Z Og(1+zak1+2pk1) —10

l\.)l'—‘

(log 1) — vrer (i, X, W, V))

l\.)l>—‘

=
22
1 z K K
-3 Z og (1 + D+ zpk,l) —16, (26)
=1 k=1 k=1

where v; and u; are given by
1

o ==, (27)
e
L Ihf %2
61 == - — — — 1)
>E g2 + oIk W2 + hf Vi, + o}
(28)
i) = hglil
> g2 + o2 |h W2+ hd Vhy ) + 02
29

Since the logarithm function is concave, we can see that
the right-hand-side of inequality (26) can be rewritten as
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L3 ((ak,z —ap )+ (prs — p,’;,l))

A . . . . 1
F1,s1) = L) + 20V L D61 —sD = L) -5 D — (33)
215 L+ 2 (o + pp)
H H H H H hZ’x; ~(hH
[hz’lxl, cees hzjlx(lfl), hz’IX(ZJrl), cees hszXL], UlhszW, T1,l,02,1 1 > A‘{hzjlxl} =0 37
the following difference of concave functions with respect to H 2 k+z/ £l lelpy I
where f3(p1) = |g1’kpl| s fa(s2) = br an

X, W,V,0 and s;:

HX, W, V,0) — falsi) (30)
where
L
1 o
X W, V,0)=->" (log(vz) — drer@r, X, W, V)) — 10,
2 =1
(€29)
1 L K K
fals) = 5 > log (1 +> o+ Zpk,l) (32)
=1 k=1 k=1
and s; = [a1.1, p1.1,--.,0k.L, pk..]! . Based on the CCCP

concept [26], [27], [34], [35], we approximate the concave
function f>(s;) in the ith iteration of the CCCP algorithm by
its first order Taylor expansion around the current point s’i =
[all,l’pi,l’ . "alK,L’le,L]
top of this page. Therefore, using the above results we can
obtain a locally tight lower bound for the objective function
of problem (22) as follows

H X, W, V,0)

T denoted as (33), as shown at the

— fa(s, s1).

2) Linearizing the Nonconvex Constraints: Note that (14b),
(14c), (22e) and (22f) can be equivalently converted to SOC
constraints, where the details are presented in Appendix D.
Hence, we focus on solving constraint (14d). By introduc-
ing auxiliary variables 71, VI € L, which are subject to
hgthz’] < 7[12,1, (14d) can be equivalently formulated as
follows:

(34)

S Ho 2, 20mH w2 2 2 ) x|
> Ihxy 1P+ ot b WP + 7}y + 07, < — (35)
'l
and
hY Vhy, —zf, <o0. (36)

For (35), since this will not affect the optimization result,
we can rotate the phase of h/ 2./X1 and then take the square root
of both sides of (35) to generate the SOC constraint shown
in (37), as shown at the top of this page. Note that (36) is a
DC function; similarly by linearizing the subtrahend 7712,1 in
the ith iteration around the current point nf,l, it yields the
following approximated linear constraint:

b, Vhy; — {2z, —xi ;) <0. (38)

Subsequently we deal with constraints (22¢) and (22d).
It can be seen that (22c¢) is also a DC function, denoted as

f3(Pr) — fa(s2) <0, (39)

= [p],..., p6 e p6+1), oY k1" By linearizing
f4 (sz) in the ith 1terat10n around the current point s2 =
[p1 e p(l 1y p(l+1), e, pL s gbkl 17, (22¢) can be approx-
imated as the following convex constraint:

F3(pr) — fa(sh,2) <0, (40)
where
L niH H 2
A , P, 81,481 Py O kPl
fa(sh, 82) = 25)t[ > L= - L -
1/;&1 ¢k1 ¢k,1
He gl p b1 20f
- R D
/£l ¢k,l ¢k,l
We note that (40) corresponds to an infinite number of
constraints since gix = &1k + Agix and the inequality

must hold YAg; x € Ry «. By applying the S-procedure [36],
we can equivalently convert (40) into finite convex constraints,
as equivalently expressed by the following LMI constraints:

=Y+ Al ) ) =Y 81k
A 200, Oipbri N >
-2\ Y —m e = g Yk — ket | T
P Pi
(42)
and D

1 PI
=0 (43)

[pz” 1}

where Ykl 2 D, — Z[L#] (P/P/ ¢z+p/p[ _ P/l:;z ?bk/) Jr>0isa
slack variable and D; denotes an auxﬂlary matrlx variable. The
detailed derivation of (42) and (43) is presented in Appendix E.

In order to transform (22d) into a DC constraint, we intro-
duce two auxiliary variables 7z x and 73, which are subject
to g, Veax > w3k and 734 > 3, Vk € K. Thus (22d) can
be formulated as the following equivalent constraints:

fs5(s3) — fe(s3) <0, (44)
Tk = 7wy (45)
g5 Verk = w3k (46)
where f5(s3) = |g£{kx1|2, fo(s3) =
Pl WIPHY)  Igdloxy P4 ol
Br.i an

— (el T T T T T :
s3 = [g), W, x,. X1 X4y - e Xy, Brgs o]t It s

readily seen that (45) can be converted into the following

SOCP constraint:
w3 — 1 _mt 1
Tk, < .
2,k > 3

(47)
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Note that since we have g» x = 8> 1 + Ag> x and the inequality
must hold VAg>r € Rk, (46) corresponds to an infinite
number of linear constraints. Based on the S-procedure,
we can equivalently convert (46) into the following finite LMI
constraint:

|:V + a1
&V

Vi

R - >0, 48
w3k + 85 Ve x — wka%,k:| B @

where w; > 0 denotes a slack variable.

In addition, we have that (44) is a DC constraint.
Similarly, by linearizing fg(s3) in the ith iteration
around the current point s [gng",x"lT,...,
XEZT—I)’ xélTJrl), coxiT ﬁ,i,l, né,k]T, (44) can be approximated
as the following convex constraint:

f5(83) — fo(sh,83) <0,

where f6(5§,53) is shown in (50), as shown at the bottom
of this page. By following the same approach as in Appen-
dix E, we can equivalently convert (49) into the finite LMI
constraint (51), as shown at the bottom of this page, and

[ —
S3 =

(49)

F, x

[é =0 (52)
X
ofWWH Lo 2wwirl W WIH B

where Uy, 2 F; — - k
’ B ﬁi,zl

), and ux > 0 denotes a slack

ZL/ (Xl/ X;/H_,FX;/ X]’/-l B X;/ X;{Jﬁk’]

F# Bii B
variable.

Finally let us tackle constraint (21c). Due to the DC con-
straint, by linearizing the subtrahend Tr{WHlHIfWH} around
the current point W/, (21c) can be approximated as the
following linear constraint:

Tr{Gri} —(Tr{WH H'WH)
+2R(Tr(HHIWH(W - WhH})) <0, (53)

Finally, by following the CCCP concept, problem (22) can
be reformulated as a convex optimization problem in the ith
iteration shown in (54). This problem can be efficiently solved
by the convex programming toolbox CVX [37].

The proposed CCCP algorithm for solving problem (22) is
summarized in Table I. Moreover, the overall penalty-CCCP
algorithm is summarized in Table II, where f (z™) denotes
the value of objective function (34) in the nth iteration of the
outer loop. Since we propose applying the CCCP algorithm to
address the penalized problem, the proposed transceiver design
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TABLE I
PROPOSED CCCP ALGORITHM FOR PROBLEM (22)

1. Define the tolerance of accuracy d2 and the maximum number of
iteration Npqz. Initialize the algorithm with a feasible point (P,
W, X, V) and set W = W, X = X, V = V. Set the iteration
number ¢ = 0.

2. Repeat

- Update {@;} based on (29), VI € L.

- Update {9;} based on (27), VI € L.

- Update {P,W,V, X, {a 1, Bk, Pk, Pk}, 0} based on
solving problem (54), VI € L, Vk € K.

— Update the iteration number : ¢ = % + 1.

3. Until the difference successive values of the objective function is
less than d2 or the maximum number of iterations is reached, i.e.,
74' > Nmax~

TABLE 11
PROPOSED PENALTY-CCCP ALGORITHM FOR TRANSCEIVER DESIGN

1. Define the tolerance of accuracy ¢;. Initialize the algorithm with
a feasible point. Set the iteration number n = 0. Set ¢ > 1 and
7O > 0.

2. Repeat

— Apply the proposed CCCP algorithm in Table I to update the
optimization variables iteratively.
- 4l — or(n)
— Update the iteration number : n = n + 1.
g e i)
3. Until FeD)] <41,

scheme is referred to as penalty-CCCP algorithm. Based on
the proof in Appendix B, we can see that the proposed joint
transceiver design algorithm converges to a stationary solution
of the original problem.?

D. Computational Complexity

In this part, we present the computational complexity
analysis for the proposed penalty-CCCP transceiver design

2In the absence of better alternative, it is readily seen that this proposed
algorithm is currently the best choice for solving this optimization problem.
Due to the NP-hard nature of the problem, based on the current optimization
techniques, it does not seem possible to provide a quantitative analysis of
the performance gap between the optimal solution and that obtained with
the proposed algorithm. At the present time, providing ;®stationary point
convergence;~ is the best we can do in terms of convergence analysis for
this kind of constrained optimization problem. The characterization of the
performance gap between the optimal and iterative solutions remains an open
problem for the future research.

ﬁ@39=ﬁﬂ ;
ﬂk,l

- 2o H Wi 2 L (\oH i 2 4 _i2 2
oiet WwWig, ] (o7 llgs’, WHII* + DI A v a5 1) il

i2
Bici

L xifggfix,\ 202 +2moun!
+ 29{! P et ] ph Tk (50)
I B Bis
—Uks + il . , —Uki82,
. 205, +2moumy (i o3 )Ba . >0 51
—gﬁkUk,z - - - — - - gf,kUk,zgz,k - ﬂksik - b

Bi.

i2
Bica
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algorithm. To this end, we apply the same basic elements of
complexity analysis as in [38].

Since the update of i; and v; only requires solving closed
form solutions, the complexity of the proposed algorithm is
dominated by solving problem (54), as shown at the bottom
of the next page, Il times, where I and I, denote the
number of iterations for the outer and inner loop, respectively.
Problem (54) mainly involves 2L + 3K 4 1 SOC constraints,
including 3K SOC of dimension three, one SOC of dimension
er + N,L + 2, L SOC of dimension L + N, + 1, and L
SOC of dimension L + 2.3 In addition, problem (54) involves
KL + L LMI constraints of size N; +1, KL + K + L LMI
constraints of size N, + 1, and one LMI constraint of size
N, + L+ N;. The number of variables is m = O(N,2L+Nr2L).
Thus, the complexity of solving problem (54) is roughly given
by 11 LO(mv(KL+ K + L)(N, + )+ (KL + L)(N; + 1) x
(N + L +N) +mN, +L+N)? + (KL+K+1L)
(N, + 1 +m(KL+ K + L)(N, + 1)> + (N? + N, L +2)*> +
(L + Ny + 1)2L + m?)).

Similarly, the computational complexity of the con-
ventional alternating optimization (AO) CCCP algorithm*
is I1 (1,0(mKL(N, + 1) + KL(N; + D((N, + D3(KL +
2K)+mi(Ny + D3 (KL+2K)+ (N +1)3(KL+L)+m; (N, +
DX(KL+ L)+ (N, L+ 1)+ (N,L+2)>+ (L4 N, +1)°L +
(L+2)2L))+150(ma/KL(N, + 1) + KL(N; + 1)(K L(N,+
13 +my(N, + D?KL + (N, + 1)>KL +ma(N; + 1)’KL +
(N2 +1)2+ (L + N, +1)2L))), where m; = my = O(N;’) and
I1, I and I3 denote the number of iterations. In particular,
when Ny = N, =L =K - ococand I) =1, = I3 = I, the
proposed joint design algorithm has the same order complexity
compared with the conventional AO-CCCP algorithm, which is
given by O(1 2N,1 15y However, the proposed algorithm can be
guaranteed to converge to a stationary solution of the original
problem in theory.

IV. SIMULATION RESULTS

In this section, we evaluate the performance of the proposed
joint transceiver design algorithm based on penalty-CCCP by
means of computer simulations. We assume that the channel
coefficients are quasi-static flat-fading. The eavesdroppers’
channel error bounds are assumed to be identical for simplicity,
ie,ejr =¢,Vje{l,2},Vk € K. The number of BS antennas
and legitimate users are set to N; = L = 3. The other system
parameters are chosen as follows: P, = 15dB, P, = 20dB,

3Note that the objective function in (54) can be equivalently converted to
L SOC constraints of dimension L + 2, by following the previous approach.

4In this work, we consider the conventional AO-CCCP algorithm for com-
parison. For each iteration, this algorithm consists of two steps: 1) optimize
P and V by fixing W; 2) optimize W by fixing P and V. The CCCP approach
is applied for each step [39], [40].
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— — —K=3,L=3,N =6

Secrecy rate (bits/s/Hz)
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1 5 10 15 20 25 30

Number of iterations

Fig. 2. Secrecy rate versus the number of iterations for the proposed joint
transceiver design algorithm (¢ = 0.1, K = 3).

of =03, =0dB, y; = 8dB, o}, = 07, = —20dB, VI € L,
Vk € XK. The tolerance parameters for all algorithms are
chosen as d; = & = 1073 while N4 = 20. The parameter ¢
in Table II is given by ¢ = 2. All the results are obtained by
averaging over 200 independent Monte Carlo runs.

Fig. 2 shows the system secrecy rate performance versus
the number of iterations for the proposed penalty-CCCP based
joint transceiver design algorithm when ¢ = 0.1. In particular,
we show the results for K = 3 and N, € {6,8}. It can
be observed from this figure that the proposed algorithm
converges within a reasonable number of iterations for the
different numbers of RS antennas considered. Moreover the
proposed algorithm with 8 RS antennas achieves slightly
better convergence performance compared to the one with
6 RS antennas. In Fig. 3, we plot the value of penalty
term, defined as Z = ||X — WH;P||?, versus the number of
iterations. From the figure, we can find that the convergence
of the penalty term is very fast, which supports our claim
that the proposed penalty-CCCP algorithm can tackle the
equality constraint effectively. Furthermore, this convergence
rate increases with N,.

In the next series of simulations, we compare the per-
formance of the proposed joint transceiver design algorithm
with AN, with that of its counterpart without AN. We show
the results for ¢ = 0.1 and & = 0.3. Fig. 4 shows the steady-
state secrecy rate performance of the two algorithms versus
the number of RS antennas (N, ). From the figure, it is seen
that the secrecy rate performance improves as the number of
RS antennas increases. Moreover, the proposed joint trans-
ceiver design with AN achieves superior performance than the
design without AN. In addition, an increase in the size of the
eavesdroppers’ CSI errors degrade the performance.

max
P,W.,X,V>0,G1,G,0>0,
{ar.1:Bk 1> Pkt »Pk.1,¥1,D1,
1k =0, >0,00, >0}

fIX, W, V,0) — fa(si,s1)

s.t. (69), (71), (73), (74), (37), (38), (42), (43),

(48), (47), (51), (52), (18), and (53),

Vier Vkecxk. (54)
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Fig. 3. Penalty term Z = | X — WH1P||2 versus the number of iterations
for the proposed joint transceiver design algorithm (¢ = 0.1, K = 3).
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Fig. 4. Secrecy rate versus the number of relay antennas (N;) for the
proposed joint transceiver design algorithm (K = 3).
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Fig. 5. Percentage of successful cases versus the number of relay anten-

nas (Ny) for the proposed transceiver design algorithm, with and without
AN (K =3).

Fig. 5 compares the percentage of successful cases achieved
by the proposed joint algorithm with and without AN designs
versus the number of RS antennas (N, ), for different values of
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4.5 T T

—6— Joint design with AN
— ¥ — AO with AN 4
—&— Joint design without AN

— & — AO without AN
—>%— Nullspace

Secrecy rate (bits/s/Hz)
N
(4]

K

Fig. 6. Secrecy rate versus the number of eavesdroppers for the proposed
joint transceiver design algorithm with and without AN, and for the AO and
null-space based beamforming algorithms (N, = 8, ¢ = 0.1).

channel error bound and K = 3. In this simulation, a design
algorithm is considered unsuccessful for a channel realization
if CVX reports an infeasible status. From this figure, it is seen
that the rate of success of both algorithms increases with N,,
while it decreases as the eavesdroppers’ CSI error bound
increases. Moreover, the proposed joint transceiver design
algorithm with AN outperforms its counterpart without AN,
which shows the effectiveness of the proposed approach.

In the following experiment, we compare the performance
of the proposed joint transceiver design algorithm with and
without AN, as well as of the conventional AO-CCCP based
transceiver design and the existing null-space beamform-
ing approach for MIMO relay systems. For the null-space
beamforming scheme, the RS attempts to nullifies eavesdrop-
pers reception by exploiting the null-space of the estimated
eavesdroppers’ second phase channel matrix in the design
of the RS AF transmission matrix [19]-[21]. Therefore, this
method is only applicable, when N, > 2K. Fig. 6 depicts
the system secrecy rate performance versus the number of
eavesdroppers (K) for the analyzed algorithms. In particular,
we set N, = 8 and ¢ = 0.1 in this simulation. From
the results, the proposed joint transceiver design algorithm
outperforms the conventional alternating optimization based
algorithm and the null-space beamforming approach. These
results demonstrate the effectiveness of the proposed trans-
ceiver design to handle colluding eavesdroppers.

V. CONCLUSION

In this paper, we have investigated the joint transceiver
design problem for secure communications over a MIMO
relay with multiple legitimate users and colluding eavesdrop-
pers. To tackle the highly coupled corresponding optimization
problem, a novel penalty-CCCP algorithm has been proposed
to jointly optimize the BS beamforming matrix, the RS AF
transformation matrix and the AN covariance matrix. The
eavesdroppers’ CSI errors have also been considered in the
design. We have analyzed the convergence of the proposed
joint transceiver design algorithm and proved that the proposed
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penalty-CCCP algorithm converges to a stationary solution of
the original problem. Our simulation results have shown that
the proposed algorithm achieves better performance than the
existing transceiver design algorithms. In general, the proposed
algorithmic framework, especially the penalty-CCCP concept,
can be also applied to solve other highly coupled optimization
problems appearing in the design of wireless communication
systems and other applications in science and engineering.

APPENDIX A
DERIVATION OF (9)

For the colluding eavesdroppers, by stacking 2K received
signals (eq. (7) and eq. (8)) we can express the received data
vector as follows

§ = Hpib + 1y (55)

where H; = [g1,1, HIWHg, |, ..., g1 x, HIWHg, 11 €
C2KxN:i denotes the equivalent multi-antenna channel matrix,
and iy = [gf, X, pyby +nia, g \WHI Xy pyby +
g£1Wn1 + gglv + na1, ..., gf{K 21/7&1 pyby +
niK, ggKWHl 21/7&1 py by + ggKWnl + ggKV +na k]l €
C2Kx1 denotes the interference and noise vector. The
eavesdropper aims to design a joint receiver to maximize the
received SINR. By defining the joint receiver as f; € C2Kx1,
then we formulate the following problem:

max Y
f;

(56)
167 bl
f]H >if; ~
dropper for user /. Here, p; = H;p; denotes the equivalent
channel vector and

%, = Diag{lo7; +&f' D p/p 81,1,
'l
g \WH, > p,/p//HWH g | + |gf W0}
'l
+g§{1ng,1 + 0'22’1,

where Y =

denotes the SINR at the colluding eaves-

s ooix+elk D ppleik,
I'#1
g kWH; > p pl HW gy ¢ + 185 W0}
' £l

+ei « Veo k + 03 k1) (57)

denotes the noise covariance matrix. Based on the theory of
Rayleigh quotient [41], the solution to problem (56) is given
by

f; = El_lf)l. (58)

By using (58) the maximum received SINR of user / can be
expressed as (59), as shown at the bottom of this page.

IEEE TRANSACTIONS ON COMMUNICATIONS, VOL. 65, NO. 9, SEPTEMBER 2017

TABLE III
PENALTY-CCCP ALGORITHM FOR PROBLEM (60)

0. initialize % € X, g9 > 0, and set ¢ > 1, k =0
1. repeat

2 zktl = CCOP(P,,,z")

3. Ok+1 = COk

4 k=k+1

5. until some termination criterion is met

APPENDIX B
PENALTY-CCCP METHOD

In this appendix, we present our proposed penalty-CCCP
method in a general framework and discuss its convergence.
Let us consider a general problem:

(P) min f(x)
s.t. h(x) =0,

gx) 0. (60)

where X C R” denotes a closed convex set, f(x) is a scalar
continuously differentiable function, k(x) € R” is a vector of
p continuously differentiable functions, and g(x) € R? is a
vector of differentiable but possibly nonconvex functions. Note
that this problem is different from problem (29) in [42] since
here, we do not assume the components functions in g(x) to
be convex.

When the equality constraints are very difficult to handle,
it may be possible to tackle problem (60) using a penalty
method [31], i.e., by solving the penalized problem:

(P) min f,(x) £ f(x)+ 3[R ()]?

s.t. g(x) <0. (61)

where p > 0 is a scalar penalty parameter that prescribes
a high cost for the violation of the equality constraints.
In particular, when o — oo, solving the above problem
yields an identical solution to problem (60) [31]. However,
it is still difficult to globally solve problem (P,) when it is
a nonconvex problem. Thus, we propose the penalty-CCCP
method summarized in Table III to solve problem (60), where
in each iteration problem (P,) is approximately solved using
the CCCP method. The resulting solution is denoted simply
as x**!1 = CCCP(P,,,x¥) in Step 2 of Table IIL.

Regarding the convergence of the penalty-CCCP method,
we have the following theorem.

Theorem 1: Let vk > 0 be the multiplier associated with the
inequality constraint set g(x) < 0 of problem (P,,). Let (xky
be the sequence generated by penalty-CCCP method where

SINRE = pi'= . 'y

H 2
|g15kpl|

> (

L H 2
Zl/ ;él |g]’kpl/ |2 + 0-]’](

+
> 18 WHipy 2 + o7 gl WIP + g5, Vo + o3,

g WHp,|?
2.k ) (59)
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the termination condition is

HVka (%) + Vg (k)T vk H <e, Vk (62)

with € — 0 as k — o0o. Suppose that x* is a limit point of
the sequence {x*} and V f (x*) is bounded. In addition, assume
that Robinson’s condition® [43, Ch. 3] holds for problem (P)
at x*, i.e.,

Vh(x*)d,
Vg1 (x) d—v, dy e R",
. velRY, 0, <0,

Ve € Ii(x?), Vi

=RP x RY

Vg, () dy—
63)

where v £ [v1, ..., vq]T, I; (x™) is the i-th index set of active
inequality constraints at x*, i.e.,

L(x*) £ {¢ ] ge(x*) =0, 0<¢<q},

and ge(x*) denotes the ¢-th component function of g(x*).
Then x* is a KKT point of problem (P).

Proof: Following the proof of Theorem 4.1 in [42], let
sk & Vfgk(xk) + Vg(x*)Tvk. Since ¢¢ — 0 as k — 0,
it follows that s€ approaches zero as k goes to infinity.
Define p* £ prh(xy). Then we have V for x5y = Vi +
Vh(x*)T u*. Using these facts, we obtain

V(x5 + VRN pk + vgh)Tvk

Besides, under the assumption of Robinson’s condition,
it follows [43, Lemma 3.26] that v;’s are bounded. Then using
this fact together with Ronbinson’s condition, and applying a
similar argument as that for the proof of Theorem 4.1 of [42],
it can be shown that u* is bounded and thus has a convergent
subsequence. Finally, by restricting to subsequence and taking
the limit on both sides of the above equality, we can show that
there exists u* and v* > 0 together with x* such that

Vi) 4+ VR p 4+ Vg™ v = 0.

This completes the proof. ]

Remark: The termination condition (62) is used to establish
the convergence of the penalty-CCCP algorithm. In practice,
however, it is also reasonable to terminate the penalty-CCCP

algorithm based on the progress of the objective value f),(x),
1fp @) — £ ")
1fp k=D

k—0.

ie., < €.

SRobinson’s condition is a type of constraint qualification condition used
for KKT analysis and the assumption is a standard one that is, made in many
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APPENDIX C
PROOF OF EQUIVALENT TRANSFORMATION

Firstly, let us focus on the subtrahend in C(P,V, W, X).
Due to the monotonicity of the logarithm function,
we have (64), as shown at the bottom of this page. Then
by introducing auxiliary variables {ax;} and {p;} corre-
sponding to the upper bounds of the eavesdropper’s SINR,
we can move the maximum functions from (21a) to the
constraints. The resultant equivalent optimization problem
is given by (65), as shown at the top of the next page.
Note that constraints (65¢) and (65d) are difficult to handle.
In order to transform them to tractable forms, we introduce
two additional sets of aux1hary variables {¢;} and {Bx},

lgf! piI?
+ < % < ak,l and
Z/ £l ‘glkpl /|2 +¢71k k.1

which are subject to
lg3 xi?
X, 1esxy Prof gl WIP+el Ves+os,
L, Yk € K. Therefore, (65) can be formulated as an equivalent
problem shown in (66), as shown at the top of the next page.
In the following, we prove that problems (22) and (66) are
equivalent. Note that the optimum ulop " for minimizing (22)
is given by u; in (24). Then by fixing the other variables it
can be seen that the objective function of (22) is convex with
respect to v;. Hence, the optimum v;)p "in (22) can be obtained
based on the first order optimality condition, i.e.,

/%’, < pr1, VI €

opt __ 1

R — 67
o er(u;, X, W, V) ©7

By substituting the optimum {ulp ! Op I} VI € £, in (22),
we have an equivalent optimization problem shown in (68), as
shown at the top of the next page. Finally, by substituting ¢;
from (25) in (68), we obtain problem (66). This completes the
proof.

APPENDIX D
THE SOC CONSTRAINTS

It can be seen that constraint (14b) can be simply converted

to
[vec(P)|l < v/Py.

Note that (14c) can be rewritten as the following constraint:

(69)

(P =Te(V} = D? _ (P =Tr{V}+ 1)
4 - 4

IXI1* + o 2| WII* + :
(70)

previous works on constrained optimization, e.g., [32], [33], [43].
L
DR ZZ 2 (1)
ZL: og (1 + i ( max |gf{kpl|2
~ S vemienn SE gl P+ oty
N (64)

|g2 le|2 ))
Ve > gy P+ ol llgd WIR + g Veou + 03
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L K K
1
1 1 - = 1 1 — 10 65
s X 0 22 og( +77,) 2; og( +;ak,l+gpk,l) T (65a)
s.t. (14b) — (14d), (18), 1), (65b)
g pi)?
S <o, (650)
S el
'+l 1,kF] 1,k
|g2Hle|2
: < Pk, (65d)
>y lesxy P+ ol g WIR + g3 Verk + 03,
VAgik € Rjk, jeE{l,2}, VleL, VkeXK (65¢e)
| L | L K K
- 1+ - = log{1+ ok + kl)—r@ 66a
{aklpk/ﬂk/</’k/} 22 ( ’71) 2; g( ,; , ;P, (60
P,W,V=0,X = = = =
s.t. (65b), (66b)
(0'1 IIgszII2+Z, 1|g2 Xy | +g2ng2k+02k)
g x| — z <0, (66¢)
’ Bi.i
(0f+ 2, lglmy )
gl — — 7 <0, (66d)
Pkl
PP =1, aride =1, (66e)
VAgjx € Rik, jell,2), VieL Vkex (66f)
| L ! | L K K
max — log{ =) — = log({ 1+ ok + & 1) — 10, 68a
{ok g, Brtopiisprd ) 2 ; s (61) 2 ; ® ( kz_:‘ , ;P , o5
P,W.,V>0,X = = = =
st. (22b) — (223). (68b)
i —?k,l + Al ) ) —?k,lgl,k l
A S 20 N >0, 75
—&1 i, il’k - l’kiz — 8 Yei8ix — Arel 7>
L Pr b i
=Y+ 4l , , ~Yii81.k
. 20 ol kPRl . >0 76
—&1 i il’k - l’kiz — 8 YeiBix — Arel ’ (76)
L Prcs P |

By taking the square root of (70), (14c) can be converted to
the following SOC constraint:
r (Pr—Tr{V} — 1)1”‘

2

|:Vec X)T, a1vec(W)T,

< (Pr —Tr{V} + 1)

ST

Then, let us focus on (22e) and (22f). Note that (22e) can

be rewritten as
n (pii — Pri)? _ (pri +,Bk,l)2.
4 - 4

By taking the square root of both sides of (72), (22e) can be

converted to the following SOC constraint:

' [1, (pr,1 — ﬂk,z)} H _ (o +ﬁk,1).
2 - 2

(71)

(72)

(73)

By following the same approach, (22f) can be equivalently
transformed into the following SOC constraint:

[1, (ox,1 — ¢k,l):| H < (ax,; + ¢k,l). (74)
2 2

APPENDIX E
THE LMI CONSTRAINTS

Let us equivalently convert (40) into (75) based on the

S-procedure, where Yx; 2 ppf! — ZIL,# (2% p;ll_’i
k,l
i iH
%‘?k”). We note that (75), as shown at the top of this
k,l

page, is not LMI due to the second order term p;le .
To tackle this problem, we introduce a new auxiliary matrix
variable Dy, VI € £, which is subject to D; > plle . Therefore,
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(75) can be equivalently expressed as (76), as shown at the top
of the previous page, and

iH
where Yi; £ Dy — 37, (23{{"’?[ } -

D; > pip!, (77)

-
PP Pk It i
- It 1S
)

readily seen that (76) now corresponds to an LMI constraint.
Furthermore, by applying the Schur complement [36], (77) can
be transformed into the following LMI constraint:
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