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ABSTRACT these relationships in a binafy-by-N adjacency matrix(, of

the corresponding communication graph. Thts, = 1 if and

only if nodej receives transmissions from nofleandG; ; = 0
otherwise. The graph need not be symmetric; we merely make the
usual assumption that it strongly connectedi.e., for each pair

We study consensus problems in networked systems with unreli-
able links. Our contributions are two-fold. First, we derive a fam-
ily of decentralized consensus algorithms for minimizing a sum of

. N .
convex functionsy_,_, fi(x), where each functio; only de- of nodes, j, there are directed paths in the graph both frioim

pends on information at one node in the network. Computing the . and fromj to 4). Later, we will be interested in the case where

CONSensus average is a Spedal case in.t.his s.ettirllg. Then, W€ CONpe Jinks are unreliable. In this settin@;,; = 1 only if there is
struct a modified algorithm which is resilient in situations where non-vanishing probability that nodewill receive transmissions
the channels between nodes act as binary erasure channels. Trhe

flexibility and effi f our roach is demonstrated through an om nodei, andG; ; = 0 otherwise. We will also frequently
exibility and efncacy or our approach Is demonstrate ougnan rofer to the set of neighborgy;, of node: which consists of all
application of robust estimation.

nodesj for whichG;; = 1;i.e.,nodej is in \V; if nodei receives
transmissions fromj.
1. LOCAL CONSENSUS ALGORITHMS

2. APRIMAL-DUAL APPROACH TO LOCAL

The problem of consensus computation in networked systems such
CONSENSUS

as wireless sensor networks has recently received a great deal of at-
tention in the research community [1, 2, 3, 4, 5]. Much of the work . . . . . .
to date has focused on the special case of computing the averagel.n this section we de_rlv_e a pnm_al-du_al a'go“th”.‘ for solvm_g the

In this paper we construct decentralized consensus algorithms foProblem (1). The basic idea begins with formulating an equivalent

computing more general quantities in networked systems. Robustproblem to (1) with constraints that impose local communicatio_n
estimation is considered as an example application. A theoreti-a‘nd a consensual outcome. We then dgcompose this problem into
& subproblems which can be executed in parallel at each node and

verify that once each node solves its own subproblem the optimal
consensus has been reached. Duality theory and decomposition
methods plays a major role in the field of optimization. See [9]
for a comprehensive treatment of the subject of duality, and see
[10] and [11] for more on the use of duality and decomposition

to the desired quantity even when wireless communication links
are lossy.

In many applications of wireless sensor networks it is desir-
able to carry out a computation of the form

N methods in parallel and distributed optimization.
minimize Zfi(m)7 (1) We begin by introducing variables;, at each node; =
i=1 1,..., N, and observe that the problem
overz € R?, where the functiong; () only depend on informa- N
tion at node; and there aréV nodes in the network [6, 7]. Such minimize Z filaxs) 2
computations arise in a variety of applications including parame- i=1
ter estimation, aggregation, and distributed optimization. Similar subject to T =
problems may also arise as subcomponents of more complex tasks r € R%

such as decentralized field estimation [8].

In this paper we propose a family of consensus algorithms ad- is equivalent to (1). For the remainder of the paper we focus on the
dressing this problem, such that each node in the network has thecase where the; are strictly convex, continuously differentiable
solution, z*, when computation terminates. We also impose the functions which are bounded belbwAlthough the constraints of
restriction that information is only exchanged between nodes in
direct radio contactife., our algorithms ardocal). We represent IDifferentiability is not critical here; we assume it to simplify expo-
sition. Extensions to nondifferentiable functions are straightforward and

This work was sponsored by Applied Signal Technology, the Na- only involve a modification to the step, (7). Additionally, the assumption
tional Science Foundation, grants CCR-0310889, CCR-0325571, andof strict convexity can be relaxed to plain convexity if one takes an aug-
ANI-0099148, and the Office of Naval Research, grant NO0014-00-1-0966. mented Lagrangian approach rather than the plain primal-dual approach




this new problem reflect our desired goal of arriving at a consensus, 3. PRACTICAL IMPLEMENTATION OVER ERASURE

they also introduce a coupling which would require every node to CHANNELS

communicate with every other node in order to reach a solution.

We overcome this issue by rephrasing the problem in terms of local In a practical implementation of this algorithm, each node stores

constraints as follows. and maintains the set of local Lagrange multipliexs, After per-
N forming the update (7), nodes exchange the valtfesiith their
minimize Z filz:) ©) neighbors €.g.,via local broadcast) so that they can be used to
o compute (8). In what follows, we assume that these iterations oc-
subject to wi—x; >0, forallj €N;, i=1,...,N. cur on a regular schedule which could possibly be realized via a

slotted TDMA protocol. However, similar results hold for an asyn-
The solution of this problem clearly coincides with the solution of chronous scheme where nodes decide to transmit at random time
(1) provided that the communication graph is strongly connected. intervals.
To see this, note that in order for the equality constraintsto holdat ~ Asymmetry and link outage has been observed in a num-

all nodes in the network, we requitg > x; andx; > ;. ber of experiments with real wireless sensor devices [12]. We
Next, we decompose this problem imdsubproblems which  model this communication uncertainty by modelling each directed
are local to each node. These subproblems have the form link as a binary erasure channel, independent of other channels,

with i.i.d. realizations at each iteration. Formally, IEL’“] be

i.i.d. Bernoulli random variables with the evert; = 1 indi-
cating that a transmission on the link frojmto 7 at iterationk

minimize  fi(x;) 4)
subjectto  z; —x; >0, j €N,

where optimization is being performed on the variable Let arrives successfully. We make the restriction thaj = 0 if and
X = {\i; : j € N;} denote a collection of Lagrange multipliers ~ Only if Gii,; = 0 so that strong connectivity of the graph is prob-
for theith subproblem, and let = {z; : i = 1,...,N}, A = abilistically maintained, and we assume that the erasure channels
{A\i : i =1,...,N}. The Lagrangian function for the primal ~are stationary with parametess,; = P(W;; = 1) known at the
subproblem, (4), is receiving nodej. Assuming knowledge of the; ; is not unrea-
sonable, as these parameters are commonly estimated in existing
Li(zi,Ni) = fi(z:) + Z i@ — x5). (5) wireless sensor network systems [13]. This simple model captures
FEN; many of the salient features of wireless sensor networks in this

. . . setup. One could, more generally, take the sequence of channel
Letqi(Ai) = infz; Li(2:, A:). Then the dual subproblem is realizations,{W*}, to be a Markov chain and the same analysis
maximize ai( i), (6) techniques and similar correction methodology would apply.

. . . Next, we modify the update equations (7)-(8) to account for
over;. The primal-dual approach to solving this problem alter- |ini outages so that the resulting convergence properties hold re-
nates between iterates gardless of the sequence of channel realizations. Consider the

¥ = arg min £;(x, AF) @ modified Lagrange multiplier update
' B g
- /\f’j 4 Nuwfj_

k k k k
)\Z”;’l == /\i,j =+ N/(‘TLL — CL’j )7 (8) Afjl
" Qi,j

wherep, > 0 is a small constant step size [11]. Intuitively, this

algorithm calculates the value of the dual cost functigih;) near  Thus, the multiplier\; ; at nodei is only updated when a trans-
the current iteratd*. Then we try to maximize; (\;) to solve the mission is received from nodg(i.e., Wi’fj = 1), and the amount
dual problem. Based on our assumption tha strictly convex, by which it is updated is now scaled by« ;. Intuitively, our
one can compute; " in the first step by solving;- fi(x:) = method of compensating for erasures is founded on the principle
— Zje/\/} )\ﬁj for z;. Then we perform a gradient ascent step on that thg less a phannel permits communication, the greater that in-
the Lagrange multipliers\fj to increase the dual cost function formatlc_m received over_that channel should be valued. Of course,
value. ’ in practice, channels with; ; approaching zero could cause the
The underlying principle behind this “primal-dual” approach glgorlthm to become numerlcally_lnstr_:lble. A re_asonable' solution
is that, by solving the dual problem we simultaneously solve the is to have nodes locally only admit nel_ghbors with reception rates
primal problem which we were originally interested in. More con- . 9reater than some threshold. This scheme works so long as

cretely, because thg are strictly convex we are guaranteed that the communication graph induced by thresholding is still strongly
there exists a solutiof*, A*) for which connected. In the following sections we consider two specific ap-

plications of this algorithm and find that by applying modification
inf fi(z) = fi(z]) = Li(x™, X)) = ¢;(A") = sup ¢:(A), just described, the rate of convergence of our algorithm is not ef-
‘ A fected by erasures.
andV.L;(z*,A*) = 0 (see,e.g.,Appendix C in [10]). Observe
that the Lagrangian function for the network-wide problem (3) is
L(x,A) = SN Li(z,\). The conditionV,L;(z*,A*) = 0
for* eai:h §ubprob|em implies thaf, £(x”, A") = 0; ie., if Average consensus computation has been a problem of particular
.(w , A7) simultaneously solyes the subproblems at each node thenin'[erest in the literature. In this section we formulate a consen-
it also solves the network-wide problem. sus averaging algorithm in the framework just described. Using
adopted here. However this modification is unnecessary in the applicationstools developed in [14], we show that the modified primal-dual
considered here and is beyond the scope of this paper. algorithm converges to the consensus average as desired, and we

4. AVERAGE CONSENSUS




briefly discuss the relation of this algorithm to existing algorithms of unrestrictive technical conditions which are all satisfied in our

in the literature.

Suppose each sensor takes a scalar measureme@omput-
ing the averagez = + "V | «; is equivalent to minimizing the
sum of squares; Zf.v:l(xi — u;)?. The corresponding modified
primal-dual steps are

xf = u; — Z /\ﬁj 9)
JEN;
k k
x; — 2’
)\Ii;‘rl = X;+nu @ LW (10)

Lety! =3, Af;- Then combining (9) and (10) we have

k41 k xf—:c? k
Yi = yi+/1"z Tjwi,j
JEN; ’
k k
ui — vy — (uj —y;
R R TD DR e R E N CEY
JeN: Qi j

This update fits the general algorithmic form studied in [14],

we can employ tools developed therein to analyze the convergenc

properties of our algorithm. In particular, we would like to confirm

setting,Y,.(t), converges almost surely to the trajectory

Y(t) = wu—exp{—D(P - I)t}u,

after initializing Y’ (0) = 0, which we readily achieve by initial-
izing /\?J- = 0. This implies convergence of the similarly defined
processX , (t) = x'*/* to

X(@t) = exp{—D(P - I)t}u,
asy — 0. Observe thatP = D™'G. Then—D(P — I) =
D — G. For a graph(Z, the matrixL = D — G is referred to as
the graph Laplacian matrix. It is well known thatGf is strongly
connected (as we are assuming) tiigmas a minimum eigenvalue
0 with corresponding eigenvector being the vector of all 1's (or
uniform, after normalization)[, has rankV — 1, and thus all other
eigenvalues of_. are strictly positive [15, 16]. This implies that
X(t) — (1Tu/n)1 = 1l ast — oo, as desired.

Although the above results characterize the asymptotic behav-

so lorofthe algorithm ag. — 0, we emphasize that in practice we fix
& step size: > 0 and stick with it. One can interpret the asymp-

totic convergence results as suggesting that for reasonably small

. h .
that the algorithm indeed converges, identify the value it converges/ the iterates:™ approximately follow

to, and quantify the rate of convergence.
Let W* denote the matrix with entriéd’/;, and lety" andu
be vectors with component® andu; respectively. We focus our

analysis on the update equation

3 Wi = Yi = Ui iy,
1,7

Hi(y, W) = o
JEN; "I

Conditioning ony, we average with respect to the distribution on
erasure eventd}/, to obtain

Hi(y)

= ) lwi—yi— s+
JEN;

= N ;- Uy . Yi 7
W e 2 g ) | 21

JEN; JEN;

where|N;| denotes the cardinality of the s&f. Let D be a diag-
onal matrix with entriesD; ; = |V;| and letI denote the identity
matrix. Stacking the componeni$;(y) into a vector and rewrit-
ing the above equation in vector-matrix notation we have

H(y) = D[I—-Plu—(I-Pyl
whereP is a N-by-N matrix with entries
L if Gij=1
= e &
Pi; { 0  otherwise,

corresponding to the natural random walk on the gr@ph

The theory developed in [14] usé§(y) to make statements
about a time scaled continuous versionysf defined byy,, (t) =
yl/#] which one can think of as sampling and holdigffor 1
seconds. Theorem 1 in [14] tells us thatas- 0, under a number

z¥ = exp{—D(P — Iku}u. (12)

In order to assess how closely the fixed step size algorithm ()
will follow this trajectory, we analyze a properly scaled version of
the error,

using tools from [14]. Observe that
Hi(y,W) — Hi(y)

Wi
— i i . . 2 1
= Y lwi—yi—us +y ( » )

JEN;

and letV' (y, W) = (H(y, W) — H(y)) (H(y, W) - H(y))".
Again, we condition ony and smooth over the variablé¥ in

V (y, W) to obtain the matri¥/ (y) which is diagonal (based on
the independence of different channels) with entries

Vi) = 3 (wi =y —uy +95)°(1 = aiy)

a;, )
jE.N’i Za]

Theorem 2 of [14] relates the error procésst) to the solution of

a stochastic differential equation being driven by a Wiener process
with variance equal t&; ;(y). Sincex; = u; —y; — @ for all i

ast — oo, Vi.i(y) — 0 also. This implies that the error process
&,.(t) converges to zero in exactly the same mannerXh@) con-
verges taz1. Convergence to the consensus average was expected
when there are no channel losses, however this result verifies that
the modified consensus algorithm indeed converges to the average
at an exponential rate even when communication occurs over an
erasure channel.
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4.1. Relation To Other Consensus Algorithms — Average Consensus
90t Robust Consensus

Recall the update equation, (11), in the special case whegre=
1 for all 4, 7, so that there are no erasures. In vector notation we 80 E

have 70l

Y = Y 4 uD(I - P)(u - y").

Subtracting both sides of this equation frengives

60
50

w—y" = w—y*" +uDP - I)(u—y"), 40r

Average Total Absolute Error

or, equivalently, with initial conditiorr’ = w, soy

. 200
Zh = mk+ﬂLmk

Az®

which bears strong resemblance to the algorithms studied in 0 50 100 150 200

[1, 2,3, 4,5]. Infact, by applying additional weighting variables it

{/S\/ep(;;l)bﬁo;g mglgtﬁgsOljz;\?:saen::sgéghpr:z g]e?fg:r::rzr(l:zwgf”;v-':ig' 1. Total absolute error over all nodes in the network averaged
. . . .~ over 50 trials with erasure channels.

erage consensus algorithms for networks with lossy links using

techniques involving products of random matrices [17, 18]. Our

framework allows us to view these issues from a different perspec-

tive.

A major drawback of other consensus algorithms is that after
the initialization,z® = wu, the data vector is never used againin the
process. If, for example, the valuasare also evolvingd.g.,sen-
sors take new measurements on a slower time scale) then the oth

algorithms must be restarted with the new initialization. Alterna- function properly and make readin ith variande= 1. Th
tively, one can envision tracking a slowly time-varying parameter unction properly a axe readings with variamce= 1. 1he
other nodes are dysfunctional and make readings with variance

u(t) over time by simply modifying the values; in (9) without 2 : . i
resetting the Lagrange multipliers the proposed primal-dual frame- 72~ 20. Two scenarios are simulated: lossless channels and

work. We plan to investigate this and other extensions in our future erasure channels._ In the case of erasure channels, all links have
work. successful transmit probabilities;,; > 0.25. For all results re-

ported, the algorithms use a step size.of 0.01, and a setting of
v = 3.5 was used in the “fair” loss function.
Figure 1 shows the total absolute error over all nodes in the

To d trate the flexibility of h h Iso d network for the first 200 iterations, averaged over 50 simulations.
0 demonstrate the Tiexibiiity of our approach we have aiso de€- praqra channels were used in these simulations. The average con-

signed and implemented a decentralized consensus algorithm forSensus algorithm achieves a total error of roughly 21, and the ro-

rqbust es“m"’?“"”- Wireless sensor netV\_/orks are Commonly €MVl st consensus algorithm offers a 25% performance improvement,
sioned as being composed of inexpensive devices which may be

to hard il v b h. and data intearity i settling out at 15. Figure 2 shows similar curves for the case where
prone to hardware faijures or security bréach, and data Itegrty IS . oy a5 are lossless, again, averaged over 50 simulations. As ex-
a very relevant issue. Robust statistics is a mature field in which

. ; g, . pected, lossy channels do not affect the performance of our mod-
many problems related to detecting outliers and building resiliency

inst model mi ich h b th hiv studied 119 ified primal-dual algorithm. Figure 3 compares trajectories taken
aganst model mismatch have been thorougnly studie [19]. . at single node for lossless and erasure channels. The two trajecto-
In this section, we replace the quadratic loss function,

1 . X ries follow roughly the same path, but some artifacts appear in the
fizi) = 2 (.xf, — ui), which led to average consensus, with the g ey iterations due to transmissions received from a neighbor
so-called “fair” loss function, with a low «; ;. In this example, the receiving node has neigh-

o [ zs — i s — il bors witha; ;'s ranging from0.28 to 0.94. Figure 4 shows the
2y {7 —1In (1 + 7)} ) trajectories taken by the robust consensus algorithm at each of the
100 nodes in the network, overlayed on one plot. Communication
wherey is a user-specified parameter typically set around 1.5 [20]. in this simulation was over erasure channels. The figure indicates
This function not only has desirable statistical properties, such asthat the algorithm does indeed achieve consensus as all trajectories
a low sensitivity to the choice of, but it is also strictly convex. A are converging to the same point.
primal-dual consensus algorithm for minimizi@f\;1 pi(xsi—u;)

for its update rule, (7),

As an example of the utility of robust procedures in wire-
less sensor network applications, we have simulated a scenario
in which 100 nodes, deployed according to a random geometric
egraph model, make measurements of a scalar parametet in
additive white Gaussian noise. Roughly two-thirds of the nodes

5. ROBUST CONSENSUS

pi(xi — u;)

uses,
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Robust Consensus Trajectories

Fig. 4. Example trajectories taken by all nodes in a network run-
ning the robust consensus algorithm. Erasure links were used in
this simulation.



